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1. AHHOTALIUS

[TpodeccronanbHbIiM MOJYJ1b I1IM.02 3amura nHpopmaru B
aBTOMATU3UPOBAHHBIX CHUCTEMaX MPOTPAaMMHBIMU UM MPOrpaMMHO-aNMapaTHbIMU
CpeICTBaMH OTHOCHUTCS K 00s13aTeILHON YacTH ITUKJIAa TPO(PECCHOHATBHON TTOITOTOBKU
[IIICC3 CIIO, ycraHnaBiMBarolie 0a30BbIe 3HAHUS IO CHEHHAIBHOCTH CPEIHETrO
npodeccuonansHoro  oo6pazoanust  10.02.05 OGecneyenue uHGOpPMAITMOHHON
0€30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM.

enp  w3ydeHus  npodecCHOHAIBHOIO  MOAylss -  (opMUPOBaHHE
KOMIIETEHTHOCTH B 0O0JacTu pa3pabOTKHM M IKCIUTyaTallid aBTOMAaTH3HPOBAHHBIX
CHCTEM B 3alUIIEHHOM UCTIOJTHEHUH, OTJICBHBIX KOMIIOHEHTOB

aBTOMATHU3HPOBAHHBIX CHUCTEM, C y4e€TOM TpeOOBaHMH HOPMATHBHO-TEXHUYECKOM U
METOUYECKON JOKYMEHTAIUEH 1Mo 00ecrieueHnIo 6€30MacHOCTH UH(POPMALIHH.
OO6muit  o0beM ydeOHOM Harpy3ku MO MPO(EecCHOHATBHOMY MOJYIIO
coctaBisier 634 yaca, Harpy3ka BO B3aMMOJICHCTBUU C MPENOAaBaTEIEM COCTaBIISET
354 4aca, camocTosTenbHol padboTsl — 80 yacos.
Copnepxxanue npoecCuOHATBHOTO MOAYJIS BKIIIOYAET:
- U3y4YE€HUE pa3/ieNoB MexaucuuminHapaoro kypca MJIK 02.01:
1. OcHOBHBIE MPUHIUIBEI TPOrPAMMHOM U MPOTPAMMHO-AMNMAPATHOW 3alUTHI
uHbopMaIuu
3amuTa aBTOHOMHBIX aBTOMaTH3UPOBAHHBIX CUCTEM
3amura nH(POpMALMKU B JOKAIbHBIX CETIX
3amuTa nHQOpPMAIMH B CETAX 00IIEro J0CTyma
3amuTa nHopManuu B 6a3ax JaHHBIX
MOHUTOPUHT CHCTEM 3aIUTHI
- U3YUYEHHE Pa3/IesIoB MeXaucuIminHapHoro kypca M/IK 02.02:
1. MaTtemaTuyeckre OCHOBBI 3alIUThI THOPMALIUH
2. Knaccuueckas kpunrorpadus
3. CoBpemenHas kpunrtorpadus
Texymuil KOHTPOJIb MPOBOAUTCS B (POPME OLIEHKU TECTUPOBAHUS, SKCIIEPTHOTO
HAOJIOZICHUST 32 BBINOJTHEHHEM JIA00OPATOPHBIX U MPAKTUYECKUX pPAOOT, OIIEHKHU
poliecca U Pe3ysIbTaTOB BBIIOJHEHHS BUIOB pa0OT HA MPAKTHKE.
dopMa MPOMEKYTOUHON aTTecTanuu — AuQdepeHIIuPOBaHHBIA 3a4eT, dK3aMEH
(xBaMpHUKAITMOHHBIH).

ok own



2. OBIIAA XAPAKTEPUCTUKA ITPO®ECCHOHAJIBHOI'O MOAYJIA

2.1. Mecto npodeccnoHATbHOr0 MOAYJISI B CTPYKType NPOrpaMMbl MOATOTOBKH
CIENHMAJINCTOB CPeIHero 3BeHa.

[IpodeccuonanbHbIit MOZYJIb I[IM.02 3ammura uHbopMaIu B
aBTOMATHU3UPOBAHHBIX CUCTEMaxX MPOTPAaMMHBIMU M IPOrPaMMHO-aNMapaTHBIMU
CpEICTBAaMHU OTHOCHUTCS K MPO(PECCHOHANBHOMY y4eOHOMY LIUKIY MpodeccruoHaNIbHOM
MOJTOTOBKA  IPOrpaMMbl  MOATOTOBKH  CHEIMAIMCTOB  CPEAHETO 3BEHA IO
CHEHMATFHOCTU cpefHero npodeccronansHoro obpaszosanus 10.02.05 Ob6ecneuenue
uHGOPMAIIMOHHOHN 0€30MTaCHOCTH aBTOMATU3HUPOBAHHBIX CHCTEM.

2.2. lleab ¥ IUIaHUPYeMble Pe3yJabTAThl 0CBOEHHS NMPO¢ecCHOHATBHOT0 MOLYJIS.

B pesynprate ocBoeHus mnpodeccuoHanpHoro wmoxyias [IM.02  3amuta
uHPOpMAIlMM B aBTOMAaTHU3WPOBAHHBIX CHUCTEMaX NPOTPAMMHBIMH W TIPOTPaMMHO-
anmapaTHbIMU CpeICcTBaMU OOydarolUiCs AOKEH 00JanaTh NpelyCMOTPEHHBIMU
®I'OC CIIO mno cneuuansHocT 10.02.05 OOecneuenue WHGOPMAIIMOHHON
0€30MacHOCTH aBTOMATH3UPOBAHHBIX CHUCTEM YMEHHUSIMH, 3HAHUSIMH, KOTOpBIE
(bopMupYIOT crienyronye npogecCHOHATbHbIC KOMIIETCHIIUHN:

Koxa HaunmenoBaHue BUAOB J€ATEJIbLHOCTH U l'[pO(l)eCCI/IOHaJIbHI)IX KOMIIeTeHII it

B 2 3amura uHGOpManuM B aBTOMATH3HPOBAHHBIX CHCTEMaX MPOrPpaMMHBIMHM H
MPOrpaMMHO-aANNAPATHBIMH CPeICTBAMM

[IK 2.1. | Ocy1iecTBasATh yCTAHOBKY U HACTPONKY OTAENbHBIX MPOTrPAMMHBIX, TPOrPAMMHO-
anmapaTHbBIX CPEJCTB 3alUThl HHPOPMAIUH.

[1IK 2.2. | OGecneunBarp 3aMTy HH(GOPMALMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX OT/AEIbHBIMU
IIPOrpaMMHBIMH, IPOIPAMMHO-AIIIIAPATHBIMU CPEJICTBAMH.

[1IK 2.3. | OcymiecTBisTh TeCTUPOBaHKUE (PYHKIUN OTJEIBHBIX MPOTPAMMHBIX U TPOrPAMMHO-
anmapaTHbBIX CPEJICTB 3alUThl HHPOPMAIUH.

[1IK 2.4. | OcymecTBisaTh 00paboOTKy, XpaHEHUE U Nepeaady HHPOpMalUi OrPaHUUYEHHOTO
JOCTyHa.

[1IK 2.5. | YHuuroxath HH(GOPMAIMIO U HOCUTENU UH(OPMAIIMH C UCIIOJIb30BAaHUEM IPOTrPAMMHBIX
Y IPOrpaMMHO-alNapaTHbIX CPEJCTB.

IIK 2.6. | OcymiecTBasATh PETUCTPALIUIO OCHOBHBIX COOBITHI B aBTOMAaTHU3UPOBAHHBIX
(uHQOPMAIIMOHHBIX) CUCTEMaX, B TOM YHUCJIE C UCTIOIb30BaHUEM MPOTPAMMHBIX U
IPOTPaMMHO-AIIIAPATHRIX CPEJICTB OOHAPYKEHUS, IPEAYIPEIKIACHIS U TUKBUIAITTN
MOCIIEACTBHI KOMITBIOTEPHBIX aTaK.

OcBoeHue mnpodeccHOHAaTBLHOrO MOJYJIS HalpaBlI€HO Ha pa3BUTHE  OOIIMX

KOMIICTCHLIMM:

Kon HaumeHoBaHHe BU0B 1eITEJIbHOCTH U O0IIIMX KOMIIeTeHIH i

OK 01. | Beibupats ciocoObl penieHus 3a1a4 NpopecCuOHAIbHOM 1€ATEeIbHOCTH PUMEHUTENBHO K
Pa3IMYHbIM KOHTEKCTaM

OK 02. | Ucnonp30BaTh COBpEMEHHBIE CPEJICTBA MIOMCKA, aHAIN3a U UHTEPIIpETallMi HH()OPMALIUU U
MH(pOpPMaIMOHHbIE TEXHOJIOTHH JUIs BBIMOJIHEHUS 3a/1a4 TPOo(peCCHOHATILHOMN J1eTeIbHOCTH

OK 03. | [ImanupoBaTh U pean30BbIBaTh COOCTBEHHOE MPOECCHOHATBHOE U JINYHOCTHOE Pa3BUTHE,

NPEINPUHIMATENbCKYIO AEATEIbHOCTD B IPO(ecCHoHaIbHOM chepe, NCTIoIb30BaTh 3HAHUS
110 MPaBOBOM U ()MHAHCOBOW T'PAMOTHOCTH B PA3JIMYHBIX KU3HEHHBIX CUTYaIHIX

OK 04. D dexTuBHO B3aUMOIEHCTBOBATh U Pa00OTATh B KOJUIEKTHBE U KOMaHJIE

OK 05. | OcymecTBisITh YCTHYIO U TUCbMEHHYI0O KOMMYHUKAIIUIO HAa TOCYITapPCTBEHHOM SI3bIKE
Poccuiickoii @enepaniuu ¢ yueToM 0COOEHHOCTEH COLMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA

OK 06. [IposBAATE Irpa’kJaHCKO-NATPUOTHYECKYIO MO3UIUIO, JIEMOHCTPUPOBATH OCO3HAHHOE




MOBEJICHNE HAa OCHOBE TPAIUITMOHHBIX POCCUMCKUX TYXOBHO-HPABCTBEHHBIX IIEHHOCTEH, B
TOM YHCJIE C YYE€TOM TapMOHHU3AIMN MEXHAITMOHATIBHBIX U MEKPETUTHO3HBIX OTHOIICHUH,
MIPUMEHATH CTaHJIAPThl AHTUKOPPYIIIMOHHOTO MTOBECHUS

OK 07. | CozmelicTBOBaTh COXpAaHEHHUIO OKPYKAIOIIEH CPeIbl, pecypcocOepexeHnI0, TIPUMEHSTh
3HaHUsS 00 U3MEHEHUH KIMMATa, IPUHLUIBI OepEeXIIMBOIO IPOU3BOJCTBA, IPPEKTUBHO
JICICTBOBATh B UPE3BbIYANHBIX CUTYALIUSAX

OK 08. Hcnonw3oBath cpeacTBa GU3MIECKON KYJIbTYPHI JUIsl COXPAHEHUS U YKPETUICHUSI 37J0POBbS
B IIpolLiecce MpoPeCCHOHATBHON ACSITETLHOCTH U MOICP)KaHUS HEOOX0IMMOTO YPOBHS
(bu3MYecKoil MOArOTOBIEHHOCTH

OK 09. | [Tonmp3oBarbest NpodecCHOHATBHOM TOKYMEHTALMEH Ha TOCYAapPCTBEHHOM U MHOCTPAaHHOM
SI3BIKAX

Pe3yabTaTrbl 00yyeHus (3HAHUS, YMEHUS, IPAKTHYECKUN OIBIT)
B pesynbTaTe ocBoeHUs NMPoheCcCHOHATBHOTO MOYJIE 00YYaIOIUNCs TOJKEH:

UMETh —yCTaHOBKH, HACTPOMKHM TIPOTPAaMMHBIX CpPEICTB  3alllUThl HMH(pOpMaUu B
MPAKTUYCCK | aBTOMATHU3UPOBAHHOU CUCTEME;
Wi OIIBIT —o0ecTieueHus 3alUThl aBTOHOMHBIX aBTOMATH3UPOBAHHBIX CUCTEM ITPOTPAMMHBIMU U

IPOTPaMMHO-aNIapaTHBIMK CPEJICTBAMU;

—TeCTUpOBaHUs (YHKIHH, NTUArHOCTHKA, YCTPAaHEHHsS OTKAa30B W BOCCTaHOBIICHHS
pabOTOCIIOCOOHOCTH MPOTPAaMMHBIX W HPOTPaMMHO-aNIapaTHBIX CPENCTB 3aIUTHI
uHpOpMaLNH;

—pewenus 3anad 3amuthl o HCJl k uHpOpManuu OrpaHM4YEeHHOro JOCTyHa C
MOMOIIBIO IPOTPAMMHBIX M TPOTPAMMHO-AIMAPATHBIX CPECTB 3aLIUTH HH()OPMAIIHH;
—NPUMEHEHUSI  AJIEKTPOHHOW  TOANUCH, CHUMMETPUYHBIX ¥  ACHMMETPHYHBIX
KPHUIITOrpagUYeCKuX aITOPUTMOB M CPE/ICTB HIH(DPOBAHHS JaHHBIX;

—yuéra, 00pabOTKH, XpaHEHUsI W Nepeaayn WHPOpPMaLUH, Ui KOTOPO yCTaHOBIICH
PEXUM KOH(DUICHINATBHOCTH;

—paboTHI C MOJICHCTEMaMH PETUCTPALIIH COOBITHI;

—BBISIBJICHHS COOBITHI M MHIMACHTOB 0€30MIaCHOCTH B aBTOMATU3UPOBAHHON CHCTEME

YMETh —YCTaHaBIMBAaTh M HACTPAaUBaTh CPEACTBA aHTUBUPYCHOM 3aIIUTHI B COOTBETCTBHUH C
NPEIbSBISIEMBIMU TPEOOBAHUIMU;

—JIMaTHOCTUPOBAaTh, YCTPaHATh OTKa3bl, oOecrneynBaTh pabOTOCIOCOOHOCTh U
TECTUPOBATh PYHKIMHU MPOTrPaMMHO-ANIMAPATHBIX CPEICTB 3AIUTHI HHPOPMALIUY;

— MPUMEHATh TPOTPaMMHBIE M MPOrPAaMMHO-AIMApaTHBIE CPEACTBA JJISl  3aIUTHI
uH(popMaluu B 6a3ax JaHHBIX;

—NpOBEpATh  BBHINOJIHEHHE  TpeOoBaHMM 1O  3amuTe  MHPOpPMALUU  OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYyNa MpH aTTecTallud OOBEKTOB HMH(OpMATHU3aLUU MO
TpeOoBaHUSAM 0€3011aCHOCTH NH(OPMALINH;

—MpPUMEHATh MaTeMaTHUYeCKUIl ammapaT s BBIIOJIHEHUS KPUITOrpaduyecKux
npeoOpa3oBaHuii;

—HCIIOJIb30BaTh TUIOBHIE MPOTPaMMHBIE KPUNITOTpadhuIecKue CpeacTBa, B TOM YHCIE
AIIEKTPOHHYIO TIO/IIHCE;

—MPUMEHATD CPEACTBA TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(OpMAIIUH;
—yCTaHaBIMBAaTh, HACTPAUBATh, IPUMEHSATH IPOTPAMMHBIE U TPOTPAMMHO-
amraparHble CpeCTBA 3alIUThl HH(OPMAIIHH;

—OCYUIECTBIISATh MOHUTOPHHT U PETUCTPALUIO CBEIACHUN, HEOOXOAUMBIX Ul 3AIIUTHI
00BEKTOB WH(pOpPMATHU3ALMU, B TOM YHCIE C HCIOJb30BAaHHUEM IPOTPAMMHBIX U
IPOTPaMMHO-AINAPaTHBIX CPEICTB OOHAPY)KEHUS, MPEIYNPEkKACHUS W JTUKBUIAINN
NOCJIECTBHI KOMIBIOTEPHBIX aTaK

3HaTh — 0COOEHHOCTH M CIOCOOBI MPUMEHEHUS! MPOTPaMMHBIX W MPOTrpaMMHO-aINapaTHbIX
CPEICTB 3alMThl HMHQOpPMALMHM, B TOM 4HCIE, B ONEpPAMOHHBIX CHCTEMaXx,
KOMITbIOTEPHBIX CETSIX, 0a3axX JaHHBIX;




—METOJbl TECTHPOBAaHHUS (YHKUMH OTACNBHBIX TPOTPAMMHBIX W IIPOrPaMMHO-
anmapaTHBIX CPEJICTB 3alIUTHI HHYOpMAaLny;

—TUIIOBbIE MOJICJIM YNPABICHHUS JOCTYINOM, CPEACTB, METOJOB U MPOTOKOJIOB
UICHTU(QHUKAINY U ayTeHTU(PUKAINHN;

— OCHOBHBIE TIOHSTHUSI KPUNTOTpadMH W THUIOBBIX KPHITOrpapHUYECKUX METONOB MU
CPEJICTB 3alUTHl HHPOPMAIINY;

— 0COOCHHOCTH U CIIOCOOBI MPUMEHEHHsI MPOTPAMMHBIX U MPOTPaMMHO-ANIapaTHBIX
CPEeICTB rapaHTUPOBAHHOT'O YHUUTOKEHUS HH(OpMAIIHH;

— THIIOBBIE CPEJICTBA M METOJbl BEACHUS AayAHWTa, CPEICTB M CIOCOOOB 3aIHUTHI
uHpOpMAallUM B  JIOKAJIbHBIX BBIYUCIUTEIBHBIX CETAX, CPEACTB 3allUTHl  OT
HECAaHKIIMOHMPOBAHHOT'O JIOCTYTIA

2.3. Kosim4ecTBO 4acoB, 0TBOJAUMOE HA OCBOCHHUE NMPOPecCHOHATBHOT0 MOTYJIS.
Bcero gacos — 634 gaca, B TOM YHCIIE:
00s13aTeNTbHON ayIUTOPHOM yueOHOM Harpy3ku oOy4aromierocsi—354 vaca;
caMOCTOsITeNIbHOM paboThl oOyuarornierocs— 80 4yacos;
Ha IPAKTUKH: y4deOHyro — 72 Jaca
npou3BoACcTBeHHYI0 —108 yacoB




3. CTPYKTYPA U COAEP KAHUE NTPOPECCUOHAJIBHOI'O MOAYJIA
3.1. TemaTnueckuii niaan 1IM.02 3amura nagopManum B aBTOMATH3HPOBAHHBIX CHCTEMAaX NPOrPAMMHBIMHU M IPOrPAMMHO-
annapaTHbIMMU CpeICTBAMHU

O0beM BpeMeHH, OTBe/ICHHBII HA 0CBOeHHME MEe:KIUCIUIIIMHAPHOTO Kypca

(kypcos) IIpakTuka
O6s13aTesibHAs ayIUTOPHAS yueOHasi HArpy3Ka .
oGyJarouierocs 5
Kon ! g = g g
npodeccuoHaIb HaumeHOBaHuUs pa3iesion Bcero o o E E Ef E E ) 5
HBIX H oﬁmmf npogecCHOHATBLHOTO MOTYJIsI 4acoB = o 2 i B T.4., = g 2 § S5 E § ;:; §
KOMIIETEHIUH Bcero, | reoperuue § =l ? = g Kypcomad E § = ;; 5 § ?.% g 7 g £
9acoB cKoe SE§ SE¢ pabora S = z S = < 8
£ 3 2 3 (mpoekr), 8 g < = E
2 S 4acoB ‘g :s:.
1 2 8 4 5 6 7 8 9 10
IIK 2.1 — Paznea 1 mopyas. [IpuMmeHnenne nporpaMMHBIX M MPOrpaMMHO-aNapaTHBIX
IIK 2.6 CPEACTB 3aIIUThl HHQOpMALUU
OK 01-OK 09 | MAK.02.01. [TporpamMHbIe 1 240 210 112 6 62 30 28 2 -
pOTrpaMMHO-anIapaTHEIE CPeCTBa
31U Thl HHPOPMALTUH
K 2.4 Paznen 2 moayas. [IpumeHenne kpuntorpaguyeckux CpesiCTB 3alUThI HHPOpMAIH 72 108
OK 01-OK 09 | M/IK.02.02. Kpunrorpaduueckue 196 144 88 - 56 - 52 - - (2 nen) (3 nex)
CpeJICTBA 3aIUTH HHOPMAIUH
YyeOHas IpakTHKa 72 - - - - - - - -
ITpon3BoACTBEHHAS IPAKTHKA 108 - - - - - - - -
Dk3aMeH (KBaTn(UKAIUOHHBIN ) 18 - - - - - - 18
Bcero: 634 354 200 6 118 30 80 2 18 72 108




3.2. TemaTH4yeCKHUil IJIAH U coAep:KaHue 00yUeHus mo npopeccnoHanbHomy moay/aro I1IM.02 3ammra napopmanmuu B
aBTOMATH3MPOBAHHBIX CHCTEMAaX MPOrPAMMHBIMHU M IPOrPAMMHO-ANNAPATHBIMH CPeICTBAMH

Koabr
HaumeHoBaHue pa3aesioB u KOMIETEeHIHA,
TeM npodeccuoHAIBLHOIO ¢opmupoBanu
moxyist (TTM) Conep:xanue y4eOHOro MaTepuaa O0beM | 10 KOTOPBIX
’ u (hOpMBbI OPraHU3aANUN AeATEJIbHOCTH 00yUAOIIUXCS YacoB | CIoco0CTBYeT
MEKITUCHUIITIUNHAPHBIX S TEMEHT
kypcoB (MK) yueBHoii
JAUCHUIIJINHBI

1

2

3

PA3ZJIEJ 1 MOAYJIA. NIPUMEHEHHUE ITPOTPAMMHBIX U ITPOI'PAMMHO-AIIITAPATHBIX CPEACTB 3AIIUTHI THOOPMALIUA

OcuoBHble BUAbl AC B 3alIUIIIEHHOM HUCIIOJIHEHUH.

MJIK.02.01. TIPOI'PAMMHBIE U ITPOI'PAMMHO-AIIIIAPATHBIE CPEACTBA 3AIMUTHI MHOOPMALIMU | 240

Pa3znen 1. OCHOBHBbIE IPUHIMIIBI IPOTPAMMHOM M IPOIPAMMHO-ANNAPATHOM 3a1IUTHI HHpOpManNu

Tema 1.1. Ilpenmer u Coaeprxanue yueOHOIro MaTepuaJa

3aJ1a4¥ IPOrpaMMHO- ITpenmer u 3a1a4u MpOrpaMMHO-AIAPATHON 3alIUThl HHGOpMaLUU 4

arrapaTHOM 3aIlHThI OCHOBHBIE TOHSTHS TPOTPAMMHO-AIAPATHON 3alIUTHI HHPOPMAIIUN

uH(popManuu Kiraccudukanms METOIOB U CPEJICTB MPOTPaMMHO-AIIapaTHOM 3alIUThl HH(OpMaIuu

Tema 1.2. Ctannaptsl Coaeprxanue yueOHOro MaTepuaJa

6e30macHOCTH HopMaTtuBHBIE TpaBOBBIE aKThl, HOPMAaTUBHBIE METOINYECKUE TOKYMEHTHI, B COCTaB KOTOPBIX BXOASAT
TpeOOBaHUs U PEKOMEHAALINH IO 3aIIUTe HHPOPMAIIUHU IPOrPAMMHBIMU M IPOTPaMMHO-aNapaTHIMU
cpeactBamu. [Ipoduim 3amuThl MPOrpaMMHBIX U IPOTrPaMMHO-AMIMAPATHBIX CPEACTB (MEXKCETEBBIX SKPAHOB, 4 IIK 2.1 -
CPEICTB KOHTPOJISI ChEMHBIX MAIIMHHBIX HOCUTENIEH HH(POPMAIUK, CPEACTB JOBEPEHHOM 3arpy3Ku, CpeACTB [IK 2.6
AHTHBHUPYCHOM 3aIUTHI) OK 01-OK 09
CranzapTsl 110 3a1UTe UHPOPMALIMH, B COCTAB KOTOPBIX BXOJAAT TPEOOBaHMS U PEKOMEHIAIMU O 3aIlINUTe
nH(OpMalMK TPOrpaMMHBIMH U TPOIPaMMHO-AIIAPaTHBIMU CPEACTBAMH.
JlabopaTopHble 3aHATHS
O0630p HOpMaTUBHBIX MPABOBBIX aKTOB, HOPMATUBHBIX METOJANYECKUX JTOKYMEHTOB IO 3alllUTe HHPOPMAIIIH,
B COCTaB KOTOPBIX BXOJAT TpeOOBaHMS U pEKOMEHJAIMHU TI0 3alIuTe MH(POPMAIMK TPOrpaMMHBIMH U 6
IIPOrpaMMHO-aIIapaTHBIMU cpeficTBaMu. PaboTa ¢ cofepkaHleM HOPMATHBHBIX [TPABOBBIX AKTOB.
O0630p crannaproB. Pabora ¢ cogepxkaHueM CTaHIapTOB

Tema 1.3. 3amumennas | Coaep:kaHue y4eOHOro MaTepuasia

aBTOMATU3MPOBAHHAs ABToMaTH3a1Ms rnporecca 00paboTK HHPOPMALIUU K 2.1 -

CUCTEMa IloHsiTHE aBTOMATU3UPOBAHHOM CHCTEMBI. 6 IIK 2.6
Oco0EHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM B 3AIUIIICHHOM HCITOJTHCHHH. OK 01-OK 09




Mertonas! co3ganusa 0€30IaCHBIX CUCTEM

MeTO,I[OJ'IOFI/ISI IIPOCKTUPOBAHUA I'apAHTHPOBAHHO 3aTUIIICHHBIX KC

JluckpennoHHbIe MOJIEITH

Masnnataeie MOIEIHU

JlaboparopHble 3aHATHA

VYuer, 06paboTka, XxpaHenue u nepeaaya uapopmarmu B AUC

OFpaHI/I‘leHI/Ie JOCTYyIIa Ha BXO/J B CUCTEMY.

Wnentudukaiys u ayTeHTU(UKAIUS 110JIb30BaTeNeH

Pasrpannuenue nocryna.

Perucrpanus coOpiTuii (ayaur).

KoHTpOJIb 1IEJIOCTHOCTH TAHHBIX

YHUYTOKEHHE OCTATOYHON MH(POPMAIIH.

VYnpasnenue noautukoit 6ezonacHocty. [1ladnonbl 6e3o0nacHOCTH

Kpunrorpaduueckas 3amura. O630p nporpamm mmdpoBaHus JaHHBIX

Ynpasnenue nonutukoit 6e3onacuoctu. [lladraonsl 6e30nacHOCTH

10

Tema 1.4.
Jlecrabunusupytoriee
BO3/EHCTBUE HA OOBEKTHI
3aIIUTHI

Coaep:xaHue yueOHOro MaTepuaJia

Hctounuku I[eCTa6I/IJ'II/ISI/Ip}IIOH_[eF (¢} BOSHeﬁCTBHH Ha OOBEKTHI 3alllNThI

CrniocoObl BO3/IEHCTBUSL HA UHPOPMAITHIO

HpI/ILII/IHH " YCJIOBUA ,Z[eCTa6I/IJ'II/I3I/Ipy10H_ICFO BO3JICHCTBHUS Ha I/IHq)OpMaI_II/IIO

JlaGopaTopHble 3aHATHUS

PacnpeﬂeneHI/Ie KaHaJ0B B COOTBETCTBHH C MICTOYHHKAMHU BO3JCHCTBUS Ha I/IH(I)OpMaI_II/IIO

IIK 2.1 -
[IK 2.6
OK 01-OK 09

Tewma 1.5. [Ipunuune
MIPOrpaMMHO-anapaTHON
3aIuUThl HH(OPMAIIUU OT
HECaHKI[MOHUPOBAHHOTO
J0CTyTIa

Coaep:xxaHue yueOHOro MaTepuaJia

[ToHsITHE HECAHKIIMOHUPOBAHHOTO JJOCTYIA K MHPOpMaLUK

OcHoBHbIE T0AX0/1bI K 3auuTe nHpopmanuu ot HCJI

Opranuzanus goctyna K (aiinaM, KOHTPOIb JOCTYIIA U pa3rpaHUYEeHUE TOCTYIIA, HEPAPXUUECKHH JJOCTYI K
¢aitnam. Pukcanus joctyna K Qaiiaam

JlocTyn K JaHHBIM CO CTOPOHBI Mpoliecca

Oco6eHHOCTH 3aIUTHI JaHHBIX OT u3MeHeHus. lllugposanue.

JlabopaTopHble 3aHATHSA

Opranm3anus 10cTyna K ¢aitiam

O3HE[KOMJ'ICHI/IC C COBpCMCHHBIMHU MMPOTrpaMMHBIMHU U ITPOTrpaMMHO-aNIapaTHBIMH CPEACTBAMU 3aAIIUTHI OT
HCJT

IIK 2.1 -
K 2.6
OK 01-OK 09

Pasznen 2. 33]1[I/IT3 ABTOHOMHBIX ABTOMATU3UPOBAHHBIX CUCTEM

Tema 2.1. OcHOBBI

| Conep:xanne yueGHoro marepnasa




3aIUTHl aBTOHOMHBIX Pa6ora aBroHOMHOI AC B 3aIIMIIIEHHOM PEKUME IIK 2.1 —
ABTOMATU3HPOBAHHBIX Ausroputm 3arpy3ku OC. llltaTHbie cpecTBa 3aMbIKaHUS CPEJIbI [IK 2.6
CHCTEM Pacimpenune BIOS kak cpencTBo 3aMbIKaHKs IIPOIPAMMHOM CpeIbl OK 01-OK 09
Cucremsl TuIa DIEKTPOHHBINA 3aMOK. D3 € IPOBEPKOH 1IEIOCTHOCTH NporpaMMHoi cpensl. [lonarue AM/(3
(moBepeHHas 3arpys3Ka)
[TpumMeHeHne 3aKiaIoK, HaPaBJICHHbBIX Ha CHIDKEHUE 3()()EKTHBHOCTHU CPENICTB, 3aMBIKAIOIIUX CPENy.
Tewma 2.2.3amura Copep:kaHue y4eOHOIro MaTepuaa
nporpamMm ot usydenus | M3ydenue u oOpatnoe npoextupoBanue 110
Crnoco0s1 nzydenus [10: craTudeckoe M TMHAMUYECKOE U3YUYECHHE K 2.1 -
3aaun 3alUThl OT U3YYEHUS M CIIOCOOBI UX PEIICHUS 11K 2.6
3ammTa oT OTIAIKH. OK 01-OK 09
3amuTa OT 1U3acceMOIMpPOBaHUS
3amuTa OT TPaCCUPOBKH 110 IPEPHIBAHUSIM.
Tema 2.3. BpenonocHoe |Copaep:xaHue y4eGHOro MaTepuaJia
[IpOrpamMMHOE BpenonocHoe nporpamMmmHoe o0ecriedeHne Kak 0coOblid BUJ pa3pymaonuX BO3IeHCTBUN
obecrieuenune Knaccudukanus BpeoHOCHOTO TporpaMMHOTo obecnieueHus. Cxema 3apakeHus. CpecTBa HeUTpaIu3auu
BpenoHocHoro I10. TIpodunakTrka 3apaskeHus
IMTowuck cienoB aktuBHOCTH BpepoHocHOoro I10. Peectp Windows. OcHOBHBIC BETKH, COIEPIKAIINE
unpopmanuto o BpegonocHoM I10. JIpyrue o0bekThI, conaepxkane nHpopmainio o BpegonocHom [10, K21 -
daiinsl prefetch. 1K 2 6
bot-netsl. [IpuHuun ¢pyHkumoHnpoBanus. MeTobl 0OHapyKeHUs OK 01- O’K 09
Knaccudukanus anTuBupycHbIX cpeacTB. CUTHATYpHBIM U SBPUCTUYECKUN aHAIIN3
3amuTa OT BUPYCOB B "py4yHOM pexume”
OCHOBHBIE KOHIIETIIIMY OCTPOEHHUS CUCTEM aHTUBHUPYCHOM 3aIIUTHI HA IPEIIPUITHH
JlabopaTopHble 3aHATHS
[TpumeneHus cpencts uccnenoBanus peectpa Windows st Hax0XISHUsI ClIeI0B aKTUBHOCTH
BpenoHocHoro 110
Tema 2.4. 3amura Coaeprxanue yueOHOIro MaTepuaJa
IIPOrpaMM U JJaHHEIX OT | HecanknmoHupoBaHHOE KonupoBaHue nporpamm kak tun HCJI
HECAaHKIIMOHUPOBAHHOTO | FOpuanyeckue acekThl HECAHKIIMOHUPOBAHHOTO KOMTMPOBaHUs porpamm. Ob11iee MOHATHE 3aIUTHI OT K 2.1 -
KOIUPOBaHUS KOITMPOBAHUS. 1K 2.6
ITpuss3zka [1O k anmapaTHOMY OKPYKEHUIO U HOCUTEIISIM. OK 01-OK 09

3aluTHEIE MEXaHU3MBbI B COBPEMEHHOM NporpaMMHoM oOecnieueHnn Ha npumepe MS Office

JlabopaTropHble 3aHATHSA




3aH_[I/ITa I/IH(bOpMaI_[I/II/I OT HCCAHKIIMOHHUPOBAHHOI'O KOIITMPOBAHUA C UCIIOJIB30BAHHUECM CIICHIUATIN3UPOBAHHBIX
IIpOrpaMMHBIX CPpCACTB

3anmTHBIC MEXaHU3MbI B IpuiiokeHusx (Ha npumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
nHpopMauu Ha
MAaIIMHHBIX HOCUTEIISX

Coaep:xaHue y4eOHOro MaTepuaJia

[TpobemMa 3amuThl OTUYKIaeMbIX KOMITOHEHTOB [I9BM.

MeToap! 3amuThl HHGOPMAIMK Ha OTYYXKJaeMbIX HocuTensix. Hudposanue.

CpencTBa BOCCTaHOBJICHHUS 0cTaTOYHON MHpopManmu. Co3gaHue NOCeKTOpHbIX oOpa3oB HIKM/I.

[TpuMeHeHne CpeaCcTB BOCCTAHOBICHHUS OCTaTOYHON MH(OPMAINK B CyeOHBIX KPUMUHATMCTHYECKIX

HKCIEPTH3aX U MPH paccieloBaHUK MHIMIEHTOB. HopmaTuBHas 6a3a, JOKyMEHTUPOBAaHHUE PE3YJIbTaTOB Hl_ﬁ{zél 6_
be3Bo3BpaTHOE ynaneHue faHHbIX. [IpUHINIIBI U aNTOPUTMBI. :
OK 01-OK 09
JlabGopaTopHble 3aHATHUS
IIpuMeHeHMe cpeicTBa BOCCTAHOBJICHUsI OCTaTOYHOM MH(popManmy Ha npuMepe Foremost niau anasiora
[TpuMeHeHne cnennanu3upoBaHHOTO MPOTPAMMHO CPEJCTBA U1l BOCCTAHOBJICHUS yJAJICHHBIX (haiiiioB
ITpumeHeHHe nporpaMm AJisi 6€3B03BpaTHOIO YAAJICHMSI JAaHHbIX
[Tpumenenne nporpamMm asist IU(GPOBAHUS TAHHBIX HA ChEMHBIX HOCHUTEIISX
Tema 2.6. AnnapaTtHbie Coaepxanue y4eOHOIro MaTepuaJia K 2.1
cpencrsa uaeHTuGuKanyu | TpeGoBaHUs K ammapaTHbIM CPEICTBaM WACHTU(DHUKALIMN U ayTeHTU(DHUKAIIMHU TT0JIb30BATEIICH, IPUMEHIEMbIM K 2 6
U ayTeHTUUKAIUU B O3 u AIIM/I3 .
o = OK 01-OK 09
N0JIb30BaTEIICH Ycrpotictea Touch Memory
Tema 2.7. Cucremsl Coaepixanue yueOHOro MaTepuaJa
oOHapy>KeHMs aTaK U COB u COA, otianuus B pyHkimsax. OcHoBHbIE apxutekTypsl COB
BTOPKEHHI Hcnonb3oBanue ceteBbix cHUepoB B kauectse COB
Amnmnapatssiii komnoHeHT COB IIK 2.1 -
[Iporpammubiil komnonenT COB [IK 2.6
Monenu cuctemMbl 00OHapyKeHus: BTopskeHui, Kimaccndukanus crucreM oOHapyKEHUST BTOPIKEHHH. OK 01-OK 09
Oo6Hapyxenue curtaryp. O6HapyxeHue aHoManuil. JIpyrue Mero il 00HapyKEHUs] BTOPKEHHH.
JlaboparopHble 3aHATUA
MojenupoBaHue NpoBeICHUS aTaku. V3ydeHne HHCTPYMEHTAIbHBIX CPEJCTB OOHAPYKEHUS] BTOPKEHHH
Pasznea 3. 3amura undgopmanum B JIOKAJIbHBIX CETAX
Tema 3.1. OcHOBBI Coaepxanue yueOHOro MaTepuaa
IIOCTPOEHHU 3alMILEHHBIX | CeTH, pabOTarOMINE MO TEXHOJIOTHH KOMMYTAIIUH ITAKETOB IIK 2.1 —
ceren Crek npotokosioB TCP/IP. OcoGeHHOCTH MapIIpyTH3aIUH. K 2.6
IITaTHble cpeacTBa 3aMUTH HHPOpMalHu creka mpotokonos TCP/IP. OK 01-OK 09

CpezcTBa HICHTU(QUKAIMK U ayTeHTH(UKAIMY Ha pa3HbIX ypoBHsX nporokona TCP/IP, nocTtouHcTBa,




HCOOCTATKU, OrPAHUYICHUS.

IIpakTnyeckune 3aHsATHS

Ayrentudukanus, ocHoBaHHas Ha IP-agpece. HerexHuueckue Mepbl 3allMThl OT BHYTPEHHUX YIpo3 4

Tema 3.2. Cpencrsa Coaeprxanue yueOHOIro MaTepuaJa

opranuzanuu VPN Bupryanpnas yactHas cetb. OyHKIMH, HA3HAYCHHE, TPUHIINI IOCTPOCHUS
Kpunrorpadguueckue u Hekpunrorpaduieckue cpeactra opranuzanuu VPN 6 K21 -
YcerpoiictBa, o6pasyronue VPN. Kpunromapimpytuzarop u KpunToQuibTp. K 2 5
Kpunropoyrep. IlpuHuumnel, apXurekrypa, MOJEIb HApYUIUTENS, JOCTOUHCTBA U HEJTOCTATKU OK 01- O'K 09
Kpunropmistp. IlpuHImIbL, apXUTeKTypa, MOJIEIbh HAPYIIUTENs, JOCTOMHCTBA M HEJIOCTATKU
JlabopaTropHble 3aHATUA

2

PassepreiBanue VPN

Pasnen 4. 3ammra nHGopManum B ceTsix 0011ero J0CTyna

Tema 4.1.06ecnieuenne Conep:xaHue yueOHOro Marepuaa

0e30macHOCTH MeTo/b1 32Tl HH(GOPMaIMK U paboTe B CETAX 00Iero AOCTyIa.

MEXCETEBOI'0 Mexceresbie skpanbl Trmna firewall. locronHcTBa, HEIOCTATKH, peain3yeMble TIOJUTUKU Oe30ITaCHOCTH

B3aNMO/ICHCTBUS Ocuosubie Tuisl firewall. Cummverpuunbie u Hecummerpuunbie firewall,
VYposens 1. [lakeTHble puabTpsl
YpoBeHb 2. @unbTpanus ciyk0, MIOUCK KIIOYEBBIX CIOB B TEJI€ NAKETOB HA CETEBOM YPOBHE. 10 K21 -
Yposenb 3. Proxy-cepBepa NpuKJIaJHOTO YPOBHSI K 2 6
OnHoxocToBble ¥ MyabTHXOCTOBBIE firewall. OK 01- O'K 09
OCHOBHBIE THITBI apXUTEKTYp MynbTHXOCTOBBIX firewall. TpeboBanus K KaXKIOMY XOCTY UCXOISI U3
ApPXUTEKTYPHI U BBINOIHSAEMBIX (PYHKIIMH
TpeboBanust no cepTuhUKaLNN MEKCETEBbIX IKPAHOB
JlabopaTopHble 3aHATHS
W3zyuenue u cpaBuenne apxutekryp Dual Homed Host, Bastion Host, Perimetr. 4
V3yueHne pa3InyHbIX COCOOOB 3aKphITHS "OMACHBIX" TOPTOB

Pasznea S. 3amura undgopmanumn B 6a3ax JaHHBIX

Tema 5.1. amura Coaepxanue yueOHOIro MaTepuaa

nHpopmanuu B 6azax OcHoBHbIE THIIBI YIpo3. Mojens HapymuTens

J@HHBIX CpenctBa uaeHTU(OUKAIMN U ayTeHTU(PUKAIMH. Y IPaBIE€HUE JOCTYIIOM 6 IIK 2.1 -
CpencTBa KOHTPOJIS IIEIOCTHOCTH HH(pOpMaIMK B 6a3ax TaHHBIX IIK 2.6
CpenctBa aynuta u KOHTpoOJIst 0e3omacHoCcTU. Kputepuu 3anuiieHHoCcTH 0a3 TaHHbBIX OK 01-OK 09
ITpumeHeHne Kpunrorpaguyeckux CpeAcTB 3alUThl HHPopManuu B 0a3ax JaHHbBIX
JlabopaTopHble 3aHATHS 4




N3ydyenne mexanu3moB 3amutel CYBJl MS Access

Nzyuenue mratHbix cpencts 3ammTel CYBJ] MSSQL Server

Pa3znesn 6. MOHUTOPHMHI CHCTEM 3alIIUThI

Tema 6.1. MoHuTOpUHT
CHCTEM 3aIIUTHI

Conep:xaHue y4eOHOIro MaTepuaJia

ITonatue u 000cHOBaHHE HEOOXOAMMOCTH UCIIOIB30BAHNUS MOHUTOPHHIA KaK HEOOXOJUMON KOMIIOHEHTBI
CHCTEMBI 3alIUTHI HHPOPMALIUU

OcobenHocTr (PUKCAUK COOBITHI, TOCTPOSHHBIX HAa Pa3HbIX MPHHIIAIIAX: CETH C KOMMYTaIHCH
COCIMHEHUH, ceTh ¢ KomMMyTaiuei nmakeros, TCP/IP, X.25

KJ'IaCCI/I(l)I/IKaI_II/IH OTCJICKMBAEMBIX COOBITHH. OCOOEHHOCTH IMOCTPOCHUA CUCTEM MOHUTOPHUHI'A

Hcrounnku nHGOpMALIUY 1T MOHUTOPHHTA: CETEBBIC MOHUTOPBI, CTATHCTHYECKUE XaPaKTEPUCTUKH
Tpaduka yepez MO, npoBepka pecypcoB 00IIEro MoJIb30BaHHUS.

Knaccn@nxaunﬂ CCTCBbBIX MOHHUTOPOB

CucTeMsbl yrnpaBieHus: COOBITHMH HHPOpMAMOHHOM Oe3omacHocTH (SIEM).
0630p SIEM-cuctem Ha MUPOBOM M POCCHIICKOM PBIHKE.

JlabGopaTopHble 3aHATHUS

M3yueHne 1 CpaBHUTENBHBII aHAIN3 PacPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha npumepe RealSecure,
SNORT, NFR wnu apyrux anaaoros

[IpoBenenue aynura JIBC cereBbIM CKaHEPOM

HpaKaneCKne 3aHATHUSA

Knaccn@nkaunﬂ HHCTPYMCHTAJILHBIX CPCACTB aHAJIN3a y;I3BI/IMOCTeI>'I

K 2.1 -
IIK 2.6
OK 01-OK 09

Tema 6.2. 3yuenue mep
3aluThl HH(OpPMaLIUU B
MH(POPMAIIMOHHBIX
CUCTEMax

Coaep:xaHue y4eOHOro MaTepuaJia

N3yuenune TpeboBanmii 0 3amure nHGOPMAIIMU, HE COCTABIIAIONICH TOCYyIapCTBEHHYIO TaitHy. 3yueHue
Meroandeckux 1okyMeHToB @CTIK no npumMeHeHno Mep 3alluThl.

JlaGopaTopHble 3aHATHUS

Br160op Mep 3a1muThl HHGOPMALIUKU 7S UX pean3aliuy B HHOpMalMOHHOM cucteme. Bri6op
COOTBETCTBYIOIIMX NMPOTrPaMMHBIX U IPOrPAMMHO-ANIAPATHBIX CPEACTB U PEKOMEH AN 110 MX HACTPOMKeE.

IIK 2.1 -
[IK 2.6
OK 01-OK 09

Tewma 6.3. U3yuenue
COBPEMEHHBIX
MPOrpPaMMHO-AMIaPaTHBIX
KOMILJIEKCOB.

Conep:xaHue y4eOHOIro MaTepuaJia

W3yyenune TunoBsIX penienuit ais moctpoenus VPN Ha npumepe VipNet win npyrux aHanoros

W3y4yeHne cOBpeMEHHbBIX CHCTEM aHTUBUPYCHOM 3aIUThI HA TPUMEPE KOPITOPATUBHBIX PEIICHHIA
KasperskyLab wiu npyrux ananoros

N3yuenue pynkunonana u obnacreit npumenennss DLP cucrem Ha mpumepe InfoWatchTrafficMonitor win
JIPYTHX aHAJIOTOB

JlaboparopHble 3aHATHA

VYcraHOBKa M HACTpOiKa KOMIUIEKCHOTO cpezicTBa Ha mpumepe SecretNetStudio (yueOHas TUIeH3us) Win
JPYTHUX aHAJIOTOB

IIK 2.1 -
K 2.6
OK 01-OK 09



https://www.infowatch.ru/products/traffic_monitor_enterprise

YcTaHOBKa M HACTPOWKA MPOTPAMMHBIX CPE/ICTB OLIEHKH 3AIIUIIEHHOCTH U ayJUTa HHPOPMALMOHHOM
0e30MmacHOCTH, n3ydeHrue QyHKIUI 1 HacCTpOiKa pekUMOB paboThl Ha pumepe MaxPatrol 8 wnu nqpyrux
aHaJIOTOB

Koncyabranumn

KypcoBas pa6ora

IIpumepHasi TeMaTHKa KYPCOBBIX PadoT

1. Ouenka 3¢ PeKTUBHOCTH CYHIECTBYIOIIUX MPOTPAMMHBIX U IPOrPaMMHO-aNNapaTHRIX CPEACTB 3aIIUTHl HH(POpMALUK ¢ TPUMEHEHUEM
CHEIUATU3UPOBAHHBIX UHCTPYMEHTOB M METOJI0B (MHAUBUIYaIbHOE 3a/JaHUE)

2. O030p ¥ aHAJIN3 COBPEMEHHBIX MPOrPaMMHO-ANNAPATHBIX CPEICTB 3aLUTH HHPOPMAIUH (MHANBUAYAIbHOE 331aHHE)

3. BeiOop onTUMansHOTO CpeICcTBA 3aMUThI HH(MOPMAIIUK UCXOAsl U3 MeToandeckux pekomeHaanuii @CTIK u uMeromuxcst HCXOTHBIX
JTaHHBIX (MHAUBUAYAIbHOE 331aHHE)

4. [IpuMeHeHue nMporpaMMHO-aNapaTHbIX CPEJICTB 3alUTHI HH(OOPMAIIUU OT PA3IMYHBIX TUIIOB YTPO3 HA MPEANPUATUN
(MHIMBUYaTbHOE 3a/1aHuUE)

5. [IpobGnema 3ammThl HHPOPMAIMH B 00JIAYHBIX XpaHWIUIax ganHabeix 1 11O/ ]ax

6. 3amuTa cpen BUPTyalnu3auu

30

IIpumepHas TeMaTnka camMocTosiTeIbHON padoTsl npu n3ydyennu MJ/IK.02.01

1. 3ydeHue HOBBIX TEXHOJIOTUH XpaHEHUs! MH(OpMaLH

2. CTaTUCTHKA U aHAJN3 KPYIHBIX yTe4eK WH(OPMAIIH 32 TOJ

3. ITouck nHdopMaru o HOBBIX BUJaX aTak Ha MH(POPMAIIMOHHYIO CUCTEMY

4. O630p COBpEMEHHBIX MPOTPaMMHBIX U IPOTPAMMHO-ANNAPaTHBIX CPEACTB 3aIUTHI

5. CpaBHUTENbHBIN aHATU3 COBPEMEHHBIX IPOTPAMMHBIX M TPOrPaMMHO-AIMAPATHBIX CPEJCTB 3aLUThHI

28

IIpuMepHbIe BUABI CAMOCTOSITEILHBIX PA0OT NP U3ydeHHH pa3aena 1 Mmoay.s

CucremaTtndeckas mpopadoTka KOHCIIEKTOB 3aHATHH, yueOHOM 1 CHeHalbHOM TEXHHUECKOH TUTepaTypsl (110 BollpocaM K naparpadam,
rJIaBaM y4yeOHBIX MTOCOOUIA, COCTaBICHHBIM MPEIOIaBaTEIEM )

[ToaroroBka Kk MpakTUYECKUM padOTaM C HCIOIb30BAHHEM METOINYECKUX PEKOMEHIAlMi TIperoaaBarens, ohopMIeHIE MPAKTUIECKUX
paboT, OTYETOB K UX 3aIIUTE.

PaGota Hag KypcOBBIM MPOEKTOM (pabOTOM): MIIaHWPOBAHKE BHIMOJIHEHHSI KYPCOBOTO MPOEKTa (paboThl), omnpeieNieHne 3aaa4 padoThI,
HN3YUCHUC JIUTCPATYPHBIX UCTOYHUKOB, MIPOBCACHUC MMPCAIIPOCKTHOIO NCCICAOBAHM.

IIK 2.1 -
[IK 2.6
OK 01-OK 09




PA3SJEJ 2 MOAYJIA. MPUMEHEHHUE KPUIITOI'PAOUYECKUX CPEACTB 3AIIUTHI THOOPMALIMN

MJK.02.02. KPUIITOI'PAOUYECKHUE CPEJACTBA 3AIIUTHBI MTHPOPMALIUHN

196

BBenenue

Copep:kaHue y4eOHOTro MaTepuaa

[Tpenmer u 3apaun kpunrorpaduu. Mcropus kpunrorpaduu. OCHOBHbIE TEPMUHBI

Pa3zgen 1. MaremaTnueckue

OCHOBBI 32IIMThI HHOPMALMHU

Tema 1.1. Marematnueckue
OCHOBBI KpuITorpaduu

Coaep:xaHue y4eOHOIr0o MaTepuasia

OEeMEHTBI TCOPHUH MHOXCECTB. prnnbl, KOJbLa, IMOJIs.

Jemumocts uncen. [Ipusnaku nenumoctu. [IpocTeie U cocTaBHbIE YKCIIA.

OcHoBHas TeopeMa apudmernku. Hanbonpimmii o0t nenurens. BzauMuo
npocteie yncna. AnroputM EBkimna ans naxoxnaenus HOJL.

OtHomenus cpaBHuMocTH. CBOWCTBA CpaBHEHUN. MoOysIsipHas apruMETHKA.

Kuaccel. [lonnas u npuBenenHas cucrema BoiuetoB. Oynkius Diinepa. Teopema depma-Ditnepa.
ANTOpUTM OBICTPOTO BO3BEJICHUSI B CTENIEHBb IO MOJTYJIIO.

CpaBuenus nepBoi crenenu. JIuneitnsie nuodanToBsl ypaBHeHus. Pacimpennsiii anroput™ EBkinuaa.

Kuraiickast Teopema 00 ocTraTkax.

ITpoBepka 4rces Ha IPOCTOTY. AJITOPUTMBI T€HEPAIIMU MPOCTHIX YKCeI. MeTo] MPOOHBIX ICICHUI.
Pemero Dparocdena.

Paznoxenne uncia Ha MHOKUTENU. AITOpuTMBI pakTopuzanuu. Pakropuzanus Pepma. Metox
[Tonnapna.

AnroputMmsl 1uckpeTtHoro jorapudmuposanus. Meton Iomnapaa. Meton Hloppa.

Apudmernueckue onepanuu Haja O0IbIIMMH YHCIAMHU.

DUIMNTHYECKUE KPUBBIE U UX IPUJIOKEHUS! B KpUOTOrpaduu.

26

JlabopaTopHble 3aHATHS

[Tpumenenue anroputma EBximnna muist naxoxaenust HOJI. Pemenne nuHeldHbIX 110(aHTOBBIX YpaBHEHUN

HpOBepKa YUCCII Ha ITPOCTOTY

Pemenue 3aga4 ¢ a1eMeHTaMu TCOPHUU YHUCCIIL.

I[IK 2.4
OK 01-OK 09

Paspnen 2. Knaccnueckast kpunrorpadus

Tema 2.1. MeToasl
KpunTorpadguueckoro
3amuThl HH(GOPMALIUN

Coaep:xaHnue yueOHOIro MaTepuaJia

Knaccuukanmst OCHOBHBIX METOJIOB KPUNITOTPadUIECKOH 3amiThl. METOAB CHMMETPUYHOTO
mudpoBaHus

udpset 3amensl. [Ipocras 3amMena, MHOroaagpaBuTHas OJICTAHOBKA, MPONOPIHOHAIBHBIN UQp

MeTtoasl TNICPCCTAaHOBKHU. Tabanunas NEPCCTaHOBKA, MapIpyTHas ICPCCTAHOBKA

I"'ammupoBanue. ['aMmMmupoBaHye ¢ KOHEYHON 1 OECKOHEUHOI raMMamMu

JlaboparopHbie 3aHATUA

I[IK 2.4
OK 01-OK 09




[TpuMeHeHHe KIacCHYeCKUX MU(PPOB 3aMEHBI

[IpumeHeHne Kiaccuueckux Mu(poB nepecTaHOBKU

HpI/IMeHeHI/Ie MCTOJa raMMHPOBAaHNA

Tewma 2.2. Kpunroanaims

Coaep:xaHue yueOHOIro MaTepuaJia

OCHOBHEBIE MCTO/IbI KPUIITOAHAIM3A. KpI/IHTOFpa(bI/ILICCKI/Ie aTaKH.

Kpunrorapudeckas cTolkocTh. AOCOIIOTHO cTOMKHE KpunTocucTembl. [Ipunnmmne Kupkxoddcea 8
[lepcnekTrBHBIE HANPaBJICHUs] KPUNTOAHAIN3A, KBAHTOBBIN KPUITOAHAIINS. [IK 2.4
JlabopaTopHble 3aHATHS OK 01-OK 09
Kpunroananus mmdpa npocToif 3aMeHbl METOI0M aHAJIN3a YaCTOTHOCTH CHMBOJIOB 10
Kpunroananus K1accuuecKux MH(PpPOB METOIOM NOJIHOr0 nepedopa Kirouei
Kpunroananus mmdppa Brxuaepa
Tema 2.3. Ilorounsle mudpsl | Cogepkanue y4eOHOro MaTepuasa
U F€HEepaTopsl OcHOBHBIE TPUHIHIIBI TOTOYHOTO mH(poBanus. [Ipumenenue renepatopos I[1CY B kpunrorpaduun 4 K 2.4
IICEBIOCITYYaHbIX YUCEl MeTto/b1 osTydeHus ncesaocnyyaitueix nocienoatensuocteid. JIKL, metron ®ubonauun, meton BBS. OK 01- O.K 09
JlabopaTropHble 3aHATHSA 2
IIpumenenue meto0B renepanuu [1CH
Paspnen 3. CoBpemennasi kpunrorpagus
Tema 3.1. KonupoBanue Coaeprxanue yueOHOIro MaTepuaJa
uHpOpMalnu. Konupoanue nnpopmarmu. CumBosbHOe KogupoBanue. CMBICIIOBOE KOJIMpoBaHHe. MexaHu3auus
Komnerorepuszanus mmdposanus. [Ipencrasnenne napopmarmu B 1BonaHoM koxe. Tadmmia ASCII 6
¢ poBaHus. Komnbrotepusanus mmdposanus. AnmnapaTHoe U porpaMmHoe mudpoBanue CTaHnapTu3aus
MIPOrpaMMHO-AIIAPaTHBIX KPUIITOTpapUUeCKUX CUCTEM U CPEACTB. V3yueHne coBpeMeHHbIX K 2.4
IPOrpaMMHBIX M allapaTHBIX KPUNTOTpapUUECKUX CPeACTB :
OK 01-OK 09
JlaGopaTopHble 3aHATHUS
KoaupoBanue napopmanmu
ITporpammMHas peanu3anus KJIacCHYECKUX IH(PPOB 6
W3yyeHune peann3anny KJIacCUUECKUX IU(PPOB 3aMEHBI U MepecTaHoBkH B porpamme CrypTool nim
aHaJIoTe.
Tema 3.2. Cummerpuunbsie | CoaepikaHue y4eOHOI0 MaTepuaJa
CHCTEMBI U(POBAHUS O6mue ceenenusi. CTpyKTypHasi cXeMa CHMMETPHUYHBIX KPUNITOIpahUUIEeCKUX CUCTEM 4
OreuectBennbie anroput™Mbl Marma u Kysneuuk u crangaptsel [OCT P 34.12-2015 u I'OCT P 34.13- [IK 2.4
2015. Cummerpuunsle anroputmsl DES, AES, I'OCT 28147-89, RC4 OK 01-OK 09
JlabopaTopHble 3aHATHSA 4

W3ydyeHne nporpaMMHOI peann3aiii COBPEMEHHbBIX CUMMETPUYHBIX MN(POB




Tema 3.3. AcummeTpu4HbIE
cUcTeMbl IN(POBAHUS

Coaep:xaHue yueOHOIro MaTepuaJia

Kpunrocucremsl ¢ oTKpbITHIM KiIt04oM. HeoOpatumocTs cucreM. CTpyKTypHas cxema mudpoBaHus ¢
OTKPBITHIM KJIFOUOM.

DJIeMEHTHl TEOPUH YUCEIl B KPUNITOTPA(UU C OTKPHITHIM KIIFOYOM. 1K 2.4
OK 01-OK 09
JlaboparopHble 3aHATHA
IIpuMeHeHne pa3MyuHbIX aCUMMETPUYHBIX aJITOPUTMOB.
M3yuenne nporpaMMHOM peann3aniy aCHMMETpUYHOro aaropurma RSA
Tema 3.4. Ayrentuduxanus |CoaepkaHue y4eGHOro MaTepuajia
JNAHHBIX. DJIEKTPOHHAs Aytentuduxanus nanueix. Ooume noustus. 1. MAC.
MOJIUCH OnHoHampaBlIeHHBIE XeM-(QYHKINUN. ATOPUTMBI IIM(PPOBOH MOATIHNCH K 2.4
JlaGopaTopHble 3aHATUS OK Ol-O.K 09
[TpuMeHeHHe pa3aIuUHbIX QYHKIUHI XeIUpOBaHMsl, aHaJIN3 0COOEHHOCTEH Xeulen
[Tpumenenne kpunrorpaguyecknx aTak Ha XenI-()yHKIHH.
M3yueHne mporpaMMHO-aNIapaTHbIX CPEJICTB, peAIM3yOIUX 0CHOBHbIE GpyHKIMHN D11
Tema 3.5. Anroputmsl Coaeprxanue yueOHOIro MaTepuaJa
oOMeHa Kirouel 1 ANropuTMBI pactipesieNeHus Ktoueil ¢ IpUMEHEHHEM CUMMETPUYHBIX M aCHMMETPHUHBIX CXEM
IIPOTOKOJIbI [TpoTtokons! ayrenTudukanmuu. Bzanmuas ayrentudukanus. OTHOCTOPOHHSS ayTeHTU(UKAIIS K 2.4
ayTeHTU(UKALUU JlabopaTopHble 3aHATHS OK Ol-O.K 09
ITpumenenue npotokoina Judpu-Xemmana s oOMeHa KJIt04aMu MmMu(poBaHusl.
N3ydyenne npuHIMIOB pabOTHl IPOTOKOJIOB AYTEHTU(PHUKAIIUH C UCIIOJIb30BAaHUEM JI0BEPEHHON CTOPOHBI
Ha npumepe nporokona Kerberos.
Tema 3.6. Kpunro3amura Coaepixanue yueOHOro MaTepuaJa
MH(pOpMaLIUU B CETAX AboneHnTckoe mudponanue. [TaketHoe mudposanue. 3anmra HEHTpa reHepaluy KiIrodeH. K 2.4
repeayu JaHHbIX Kpunromapmpyrusarop. [laketHsiit puiabtp OK 01- O'K 09
Kpunrorpaduueckas 3amura 6ecripoBOIHBIX COeIMHEHHH B ceTax cranaapta 802.11 ¢ ucnonp3oBaHreM
nporokosioB WPA, WEP.
Tema 3.7. 3ammra Coaepxanue yueOHOro MaTepuaia
nH(popmManuu B [TpuHIUIBl GYHKIIMOHUPOBAHUS SJEKTPOHHBIX IJIATEKHBIX CUCTEM. DJIEKTPOHHBIE TJIACTUKOBBIE KaPThI.
JIEKTPOHHBIX MIATEKHBIX | [lepcoHanbHbIN HIEHTH(PUKAIMOHHBIN HOMED
cucremax [Tpumenenue kpunrorpaguyeckux MPOTOKOJIOB il oOecTiedeHns: 6€30MacHOCTH AIIEKTPOHHOM TIK 2.4
KOMMCPIUH. OK 01-OK 09

JlabopaTopHble 3aHATHSA

[Ipumenenne ayTeHTHU(GUKAIIUN TI0O OJJHOPA30BBIM MapoJisaiM. Peanuzarust anropuTMOB CO3/TaHHS
OJIHOPA30BBIX Naposei




Tema 3.8. KomnbrorepHas Coaeprxanue yueOHOro MaTepuaia

CTeFaHOI‘pa(bI/IH CKpHTaH nepcaada I/IH(I)OpMaI_[I/II/I B KOMIIBIOTCPHBIX CUCTCMAX.

[Tpobnema ayreHTHGHUKAIMY MYTHTUMEAUHHON HHPOPMALIMH. 3aIuTa aBTOPCKUX MPaB. 6 K 2.4
Metoppl KoMIbIOTepHOM cTeranorpadun. L{udpossie BoasHbIe 3HaKU. AJITOpuTMBI BcTpanBanus 1[B3 OK 01- O'K 09
JlaboparopHble 3aHATHA
00630p U cpaBHUTENBHBIN aHanu3 cymecTByomero [10 s Bcrpauanus 1[B3 2
Peann3anus npocreiimux creraHorpau4eckux aJropuTMOB

IIpumepHas TeMaTHKa caMOCTOSITeIbHOM padoTsl npu usyyenuun MJIK.02.02

1. Hcropust pa3BuTHs Kpunrorpaduu

2. [IporpammHas peanu3anus KJIacCHYECKUX MUPPOB

3. OnTuMu3aius METOI0B YaCTOTHOT'O aHAIM3a MOHOAI(haBUTHBIX HIM(POB.

4. [IporpammHas peanu3anus KJIacCHYECKUX MUPPOB

S. Metozap! MexaHu3aluu MU (POBAHUSL

6. Hudposoe npeacraBieHne pa3anuHbix GopM HHPOpMALTUU 59

7. AHaJn3 COBPEMEHHBIX CHMMETPUYHBIX KPUIITOAJITOPUTMOB

8. AHain3 COBPEMEHHBIX aCHMMETPUYHBIX KPUIITOAJITOPUTMOB K 2.4

9. [TporpammMHas peann3anus COBPEMEHHBIX KPUIITOAITOPUTMOB OK 01- O.K 09

10. CpaBHHTENBHBIN aHAN3 (PYHKIUI XEIIUPOBAHUS

11. AyteHntuduxanus coodueHui

12. 3aKOHOAATENBCTBO B 00JACTH KpUNTOrpaduuecKon 3a1uThl HH(POpMaLuu

13. IlepcnekTHBHbBIE HAIPaBIEHUs KpUNTOrpaduu

IIpumepHbIe BUIBI CAMOCTOSITEILHONH PadoThI NPHU U3YYeHUH pa3jiesia 2 MOy

Cuctematnueckasi IpopaboTKa KOHCIIEKTOB 3aHATHH, yueOHOH U crieninanbHOM TeXHUYECKOo uTeparypsl (110 BorpocaMm K rnaparpadam,

rJIaBaM y4yeOHBIX MTOCOOUI, COCTaBICHHBIM MPEIOIaBATEIIEM )

[ToaroToBka K MpakTUYECKUM pabOTaM C UCHOIb30BAHUEM METOIUUECKUX PEKOMEHAalui npenoaasaresns, ohopMieHne 1abopaTopHo-

MPAKTUYECKUX pabOT, OTYETOB K UX 3aIIHTE.

IIpomexyTrounas arrecranus [1M.02 18

YueOHas npakTHKa 1o pasaeay 1 moxyns

Buasbi pador:

- IlpuMeHeHHE TPOTPaMMHBIX W TIPOTPAMMHO-ATIIIAPATHBIX CPEACTB o0ecTiedYeHns MH(POPMAIIMOHHOM 0€301MacHOCTH B K 2.4

aBTOMAaTH3MPOBAHHBIX CUCTEMAX 72 OK 01-OK 09

- JluarHoctuka, ycTpaHeHHE OTKa30B U oOecreueHre padoTOCIOCOOHOCTH MPOrpaMMHO-AIIAPAaTHBIX CPEACTB oOecneyeHust MH(HOPMAITMOHHON
0Oe30macHOCTH

- OI_ICHKa B(I)(I)CKTI/IBHOCTI/I IMPUMCHACMBIX IMPOTrPaMMHO-AIIINAPATHBIX CPCACTB obecreueHust HH(bOpMaHHOHHOﬁ 0e30IMacHOCTH




- CocraBieHne TOKYMEHTAIUH 110 y4eTy, 00paboTke, XpaHSHHUIO U Tiepenade KoH(puIeHIMaIbHONH nHpOpMaITuu
- Hcnonb3oBanue nporpaMMHOTO obecrieueHus st 00paboTKH, XpaHeHUS U Iepeaun KOHPUISHIMATbHON nH(popMaIiu

- CocraBieHre MapuIpyTa ¥ COCTaBa MPOBEACHUS PA3IMYHBIX BUIOB KOHTPOJIBHBIX IIPOBEPOK MPHU ATTECTAIIMN O0HBEKTOB, TOMEIICHHH,
MIporpamm, aJiIrOPUTMOB.

- YcrpaHneHue 3aMe4aHUil 1o pe3ysibTaTaM MpOBEPKU

- AHalM3 ¥ COCTaBJIEHHE HOPMATHBHBIX METOAMYECKUX JIOKYMEHTOB IO 00eCIeYeHU0 HHPOPMAITMOHHOM 06€30IMacCHOCTH IMTPOTrPaMMHO-
aHHapaTHBIMI/I Cp@I[CTBaMI/I, C yT-IeTOM HOpMaTI/IBHBIX HpaBOBBIX AKTOB.

[IpuMeHeHne MaTeMaTHYEeCKUX METOJIOB JJIs OIEHKH KaueCTBa M BHIOOpA HAMIIYYIIIETO MPOTPaMMHOTO CPEJICTBA

Y4yeOHas npakTHKa M0 pa3jeiay 2 MOAYJIs

Bunawbi pator:

— Hcmonn30BaHne THITOBBIX KpI/IHTOI‘pa(l)I/I‘-IeCKI/IX CpCACTB U MCTOOOB 3allIUThI I/IH(l)OpMaIII/II/I, B TOM YHCJIEC U 3J'I€KTpOHHOI71 IIOAIIMCH

IIpousBoacrBenHas npaktuka mo [IM.02

Buabl patdot

— AHanu3 NPUHLUIIOB TOCTPOCHMSI CUCTEM MH(POPMALIMOHHON 3aLUThI TPOU3BOACTBEHHBIX MOPA3/ICIICHUI.

— TexHM4YecKas IKCILTyaTanys 3JIEMEHTOB IIPOTPaMMHOM U allllapaTHOW 3allUThl aBTOMAaTU3UPOBAHHON CUCTEMBI.

— Yyactue B IMarHOCTUPOBAaHUU, YCTPAHEHUH OTKA30B U oOecrieueHnH paboTOCIIOCOOHOCTH ITPOrpaMMHO-AININapaTHBIX CPEICTB
obecrieueHrss ”HPOPMAITMOHHOM O€30MMaCHOCTH;

— AHanmm3 3()(heKTUBHOCTH MPUMEHSEMBIX POTPaMMHO-ANIIAPATHBIX CPEACTB 0OecTIiedeHNs HHPOPMALIMOHHON 0€301MacHOCTH B
CTPYKTYPHOM MOJpa3/IelIeHuN

— YuacTue B obecrieueHun yuera, o00paboTKH, XpaHEHUsI U Niepejaul KOH(pUIeHIIMaIbHON HHpopManuu

— [IpumMeHeHne HOpMaTUBHBIX PABOBBIX aKTOB, HOPMATUBHBIX METOJANYECKHX JTOKYMEHTOB MO 00eCieueHUI0 UH(OpMAIIMOHHOMN
0€30MaCHOCTH TPOTPAMMHO-AIMAPATHBIMKU CPEJICTBAMH NIPU BBHITTOJIHEHUH 3a71a4 IPAKTHKH.

108

[IK 2.4
OK 01-OK 09

IK3aMeH 1o l'[pO(l)eCCI/IOHaJILHOMy MOAYJH0

18

Bcero:

634




4. VCJIOBMS PEAJIU3AIIMUA TPOTPAMMBI TPO®ECCHOHAJIBHOTO
MOJYS

4.1. MarepuajbHO-TeXHHYeCKOe o0ecniedyeHue npodeccuonaabHoro moayas 1IM.02
3amuTa uHOPMAIMM B ABTOMATH3MPOBAHHBLIX CHCTEMAaX NPOrPaAaMMHBIMH H
NPOrpPaMMHO-ANNAPATHBIMH CPeICTBAMM.

Peanuzanus npodeccuoHaaIbHOr0 MOy TpeOyeT HaTu4us Y4eOHbIX KaOMHETOB:

A) KaOunet uangopmaTukm.

OcHanieHHOCTh Y4eOHOro KabuHeTa:

Kommnekt mebenu asis yueOHOro mpoiecca

MynbTUMEIUNHOE o0opy10BaHue: IIEPCOHAJIbHBIE KOMIIBIOTEPHI — 12
IIT.(MOAKIIOYEHHBIE K JIOKAJIbHOW BhIUMCIUTENBHOU ceTH U ceTh «MHTepHeT»): 11K 3 -
ICL RAY $902.3, morutop ViewSonic VA2038W-LED; monuTop 19" ViewSonic TFT
19" VA916; cucremusiii Omox P-Athlon64 X2  6000/1024*2M6/320  Gb/
KkJaBuarypa/meliib/koBpuk; ckanep MUSTEK Bear Paw 2400; mpuntep Canon LBP-
1120; mpoektop MmyabTUMeauiHBIN Hitachi; kanbkyisaTopsi.

CpenctBa 00ydeHusi: yueOHas JI0CKa, CIIPaBOYHbIE TOCOOUS U TUAAKTUYECKUN MaTepua,
MeauaTeka (MyJIbTUMeIna pa3padoTK U MPE3CHTAINHN K YPOKaM), SKpaH.

IlepeyeHb JUIEH3MOHHOTO MPOTPAMMHOI0 00eceYeHusI:

1C: Hoxymentoobopor 8 KOPII (mumnensus Ne75027601); 1C: Ilpeanpusarue 8.
Kommnekr nnst oOydenust. (nunensusi Ne8922961);  Microsoft Access (JidineH3us
NelM123460); Microsoft  Office  Standard (nmmensus  Ne66059532  OPEN
96044930ZZE1711); Microsoft Project Professional (siutienszust NeIM123460); Microsoft
Visio Professional (munensust NelM123460); Microsoft Visual Studio Enterprise
(munensust NeIM123460); Microsoft Windows Enterprise (munensuss NelM123460);
Arent Dr.Web (munensus Ne QS34-HC7C-SD53-K5L2); KOMITAC-3D V19 (nunen3us
NeBr-20-00154); kommiaekt I'APAHT-Macrep (munensuss  Nel2-40272-000898);
koMmruiekT 11O jyisi pernieHuss OCHOBHBIX MOJIb30BATENbCKUX 3a/1ad (CBOOOIHO pacmp.
I1O); cnpaBounas npaBoBas cuctema «Koncynbrant [Tmroc» (korTpakt Ne2025 CB 2 ot
04.12.2024r); MoitOduc O6pazosanue (morosop Ne 2350/2017).

B) JlaGopaTopusi mporpaMMHBLIX M TPOrPAMMHO-ANMAPATHBIX CPEICTB 3aLIUTHI
uHopmanuu

OcHanieHHOCTb JJA0OPaTOPUH:

Kommiext mebenu 1151 yueOHOro mporiecca.

MynbTuMenuitHoe  00OpYJIOBaHMWE:  MEPCOHAJIbHBIE  KOMIBIOTEpPHl — 22 IIT.
(MONKIIFOUEHHBIE K JIOKQJIBHOW BBIYMCIUTENBHONM ceth u cetu «MHTepHeT»);
MyJIbTUMeAuIHBIH poekTop Hitachi CP-X1250, pa3BeTBuTeNb BUACOCHTHAIIA; TIPUHTEP
HP LaserJet Professional P1102

CpenctBa 00y4eHMs: KOMIUIEKT HAarJISIIHBIX MocoOuil «TexHuueckue cpencTBa
uHpOpMaTU3alUKW», TEXHUYECKass JOKyMEHTAallMs Ha  TEXHUYECKHE  CpEACTBa
nH(popMaTU3aMK, KOMIUICKT TMPE3CHTAINi; aHaIN3aTop JUHEHWHBIX KOMMYHHUKAITUN
ULAN-2; npuémuuk «CKOpPIMOH» MOUCKOBBIN, CKOpOCTHOM Ver 3.5; KOHTpOJIbHOE
ycrpoiictBo TECT-031; MHorodyHkuuoHaneHbiii nouckoBelii mpubop ST 031;
HenuHeiHsiid nokatop SEL SP-61/M «Katpany; ykazarens npoBoaku UP-7; annmapatHbrit
komruiekc AKKOPJI -AMD3 - 5.5; anmapatssiii komiiekc AKKOPJ[ -AMD3 - 5MX;




anmnapatabiii komruieke AKKOP/J[ -AMD3 — 5.5 E; annapathsiii komiuiekc C3U HC/J
AKKOPJI —AMD; renepatop myma ['TI-2500; xommuiekc 3amuthl HHpOpManuu B
coctaBe PCl-mmarta, I[10 SN-5, cuuteiBaTens, 2 uaeHTU(PHUKATOPA; KOMIUIEKC 3alUTHI
uHpopmanmu Secret Net 5.0; kommieke 3amutel uHbopMmaruu Secret Net 5.0; koMIieke
3amuThl uHMopmanuu Secret Disc 4.0; cucrema BHOPO-aKKYCTUYECKOW 3allUTHI
«Conara-ABy; ycrpoiicTBo 3amuthl «CoHaTta-PC2»; ycTpoiictBo 3amuThl «CoHara-P2y»;
BuOpousyyarens BU-45 — Swmir.; anantep DWA-160-10 wt; DAP-2310 — Smir.; DES-
3200-28 — 8mr.; DES-3810-28 -2mr.; xommyratop D-Link DES-1005 - 5t
kommytatop D-Link DIR-615 — 5 mr.; kommyratop D-Link DES-1100-16 -5 mr.;
kpumiiep NT-2008AR; kabGenbubiii Tectep NCT-1; Ttectep kabGenpHbii TC-NT2;
SMART-Cart Amnanun — 2mt; ASEDrive Ille V2C- 2 miT.; anekTpoHHbINH Kitod eToken
— 8mr.; IICK3U «Ilunka 2.0» (muck + VYCb-ycTtpolicTBo) -5mT; mMojacucreMa
pacrpenenéHHoro ayauta u ynpasieHust «Akkopa-PAY» (2 CD + TM kimou DS-1996);
nporpammHo-annapatHeiii - komrieke C3WM  HCJH  «Akkopa-WIN64» (3 CD);
nporpammHo-annapaTHeiii kommiekc C3WM HCJl «Axkopn-WIN64» (2 CD)- 3 mir;
nporpamMmmHo-annapatHeiii - komrieke «Cob6osnb» ( PCI-  mmara,CD-puck 110,
coeuHUTENb) — 3 mT., 3kpaH HacteHHbid 200*¥200cMm Braun Roll Vision.

IlepeyeHb JUIEH3MOHHOTO IPOTPAMMHOI0 0O0eceYeHus:

Microsoft Access (muiensuss NelM123460); Microsoft Office Standard (mumen3us
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (aunen3us
NeIM123460); Microsoft Visio Professional (munensust NeIM123460); Microsoft Visual
Studio Enterprise (muuensus NelM123460); Microsoft Windows Enterprise (JuiieH3us
NeIM123460); anTuBHUpYyCHBI TporpaMMHbIA KoMIiuieke: AreHT Dr.Web (smuensus Ne
QS34-HC7C-SD53-K5L2); xommiekt ['APAHT-Mactep (munensust Nel2-40272—
000898); mporpaMMHBIE U MPOrpaMMHO-aIlapaTHBIE CpPEACTBA  OOHAPY>KEHUS
BTOpokeHU (Snort 2.9 (cBobGoano pacmop. I10), Nmap 7.8 (cBobGoano pacmop. I10));
CpelICcTBa YHUYTOXXEHHUS OCTAaTOYHOM HWH(OpMAIMU B 3alOMUHAIONIMX YCTPOUMCTBAaX
(«CT'Y-2» nemoBepcus (cBoboano pacmp. [10)); kommaekt [10 mis pemienns OCHOBHBIX
MOJIb30BaTENIbCKUX 3amad  (cBoboano pacmop. [IO); cnpaBouHas mpaBoBas cHCTEMa
«Koncynprant ILmoc» (korTpakt Ne2025 CB 2 or 04.12.2024r); mporpamMMHBIC
cpenctBa BoisiBiIeHUS ys3Bumocteid B AC u CBT (Tenable Nessus® vulnerability scanner
(cBobonno pacmp. I10), Metasploit Framework (cBo6oano pacmp. I10); nporpammHbie
cpeactBa  kpuntorpapuyeckoil  3amutel  uHPopMauuu (Kpunrollpo CSP 5.0
(JIunienzuonnsiit koHTpakT Ne010/1020-002792 ot 28.08.20), ViPNet CSP 4 (cBo6oaHO-
pacrpocTpaHsieMoe); MporpaMMHBIC CPEACTBa 3allMThl Cpeabl BuUpTyanuzamuu (VM
Monitor (cBo6oHO0 pacnp. I[10), Zabbix (cBob6oano pacrmp. 110).

JloroBoOpbI 0 IPAKTHYECKOH MOAT0TOBKE:

— AO «Mapwiickuii MallIMHOCTPOUTETBHBIN 3aBo» JloroBop Ne 1/2021 ot 01.02.2021 —
OeccpoUHbIi

— @uman ITAO «Pocrenexkom» B Pecnyomuke Mapuit 9 oroBop Ne 83/2021 ot
27.01.2021 - 6eccpounblii



4.2. MudopmanuonHoe odecnevyenne npodeccuoHanbuoro moayas I1IM.02 3amura
HH(OpPMALMH B ABTOMATU3UPOBAHHBIX CHCTEMAX MPOrPAMMHBIMH M MPOTPAMMHO-
annapaTHbIMM CpPeACTBAMH

OcHOBHas U JONOJHUTEIbHAS JIUTEPATypa

CnuCoOK MCTIOJIb3yeMOH JTUTEPaTypPhl
(newammuule uzoanus, snekmponnvle U30anus 3a NOcieoHue 5 iem)

KonmuectBo
AK3EMILISPOB,
AMEIOIIUXCS B

OuoOnIMoTeKe, UiIn
ccouika Ha ObC

OCHOBHAJ JIMTEPATYPA

1. Kpakosckuii, FO. M. MeTobl 3amuThl HHGOpMAIKH : y4eOHOE mocodue s | DIEKTPOHHbIN
By30B / FO. M. KpakoBckuii. — 3-¢ m31., nepepad. — Cankr-IlerepOypr : pecype
Jlamp, 2021. — 236 c¢. — ISBN 978-5-8114-5632-1. — TexkcT:
JJIEKTpOHHBIN // JlaHb : »nekTpoHHO-OMONHMoreyHass cuctema. — URL:
https://e.lanbook.com/book/156401

2. IIpoxoposa, O. B. Mudopmaionnas 6e30nacHOCTb U 3amura KHGopManuu /| DIEKTPOHHBINA
O. B. IIpoxopoBa. — 4-¢ uzn., crep. — Caunkr-IletepOypr : Jlans, 2023. — pecype
124 ¢. — ISBN 978-5-507-47174-4. — Texkct : anmekTpoHHbIH // JlaHp :
AJIEKTPOHHO-OMOIHOTEUHAS cucTema. — URL:
https://e.lanbook.com/book/336200

3. IlerpoB, A. A. KomnbiotepHas Ge3zonacHocTh. Kpunrorpapudyeckue MeToasl | DIEKTPOHHBINA
3alUTHI : MpakTH4Yeckoe pykoBoactBo / A. A. Ilerpos. - 2-e uzn. - Mocksa : pecypce
JIMK Ilpecc, 2023. - 451 c. - ISBN 978-5-89818-453-7. - Texkcr:
anekTponHbii. - URL: https://znanium.com/catalog/product/2106222

JOTTOJIHUTEJIbHAS JIMTEPATYPA

1. |dymxun, A. B. IlporpaMmMHO-anmnapartHbple CpeACTBA  obOecnedeHus | DIEKTPOHHbBIH
MHPOPMALIMOHHOM Oe3omacHoCTH @ yuyebHoe nocobue / A. B. dymkun, O. M. pecype
bapcykos, E. B. Kpasnos, K. B. CnaBuoB ; nmox. pex. A. B. [lymkuna. -
Mocksa, 2022. - 248 c. - ISBN 978-5-9912-0470-5. - TekcT: 3J€KTpOHHBIN. -
URL_: https://znanium.com/catalog/product/1911635

2. |[KpamapoB, C.O. Kpuntorpapuueckas 3amura HHpopManuu: ydyeOHOe| JIEKTPOHHBIN
nocodue / C.O. Kpamapos, O.}0. Mutscosa, C.B. CokomnoB [u ap.] ; moa pen. pecypc

C.O. KpamapoBa. — Mocksa : PUOP : UHOPA-M, 2023. — 321 c. - ISBN
978-5-369-01716-6. - Tekcr : AJIEKTPOHHBIN. - URL:

https://znanium.com/catalog/product/1899016



https://e.lanbook.com/book/156401
https://e.lanbook.com/book/336200
https://znanium.com/catalog/product/2106222
https://znanium.com/catalog/product/1911635
https://znanium.com/catalog/product/1899016

S. KOHTPOJIb n OILEHKA PE3YJBbBTATOB OCBOEHUA
HPOPECCHUOHAJIBHOI'O MOAYJIA

KonTtpons u omeHka pe3yJabTaTOB OCBOCHHUS MPO(PECCHOHAIBHOTO MOy
OCYIIECTBIISIETCSl TpernojaaBareieM B (opMe TEKYIIEro KOHTPOJS YCIEBAEMOCTH U
IPOMEKYTOYHOM aTTeCTALUH.

[IpomexxyTouHass aTTecTanusi UMEET ILENbI0 OMPEACIUTh CTENEHb JIOCTHUKCHUS
3aMJIaHUPOBAHHBIX PE3YJIBTATOB 00YUYEHUs MO MPOo(EeCCUOHATLHOMY MOIYJIIIO 3a MEePUOJ
oOyuenusi. PopMa NPOMEKYTOYHOM arrecTtanmu - AuUQGEepeHIIUMPOBAHHBIA 3a4eT,
9K3aMeH, SK3aMeH (KB (DUKAIMOHHBIH).

Tekymuii KOHTPOJb YCHEBAEMOCTH OCYILIECTBISIETCA B MpOLIECCE MPOBEICHUS
NPAKTUYECKUX 3aHATHUM M JA0OpAaTOPHBIX paboT, obOecrneurBaeT OlLIEHUBAHHE XOJAa
OCBOCHHMS MOJTYJISL.

@opMbI TEKYLIEro KOHTPOJIS YCHEBAEMOCTU: TECTHPOBAHHUE, YCTHBIM OIpOC,
JOKJIa/1bl, BBIMOJHEHUE IPAKTUYECKUX U JIA0OPATOPHBIX padoT.



Ne

HauMenoBanue
TeMBI

Kon Pe3yabTarsl 00y4eHus M0 NpodeccCHOHATBLHOMY MOIYJII0
¢bopmupyemoii
KOMIIeTeHI[UH yMeTh 3HATh

DopMbI KOHTPOJIA

MJIK.02.01. TPOI'PAMMHBIE U ITPOI'PAMMHO-AIIITIAPATHBIE CPEACTBA 3AINUTHBI UHOOPMALIMU

1. |Ilpeamer u 3agaun| OK 01-OK 09 ycranasnuBaTh, HacTpauBarh, NIPUMEHSThH —0COOEHHOCTH M CHOCOOBI IpuMeHeHus | TecTupoBanue
IIPOTrpaMMHO- [K 2.1-T1K.2.3 jnporpamMMHbIe U POrpaMMHO-aIapaTHbIE [POTrPaMMHBIX u IIPOrpaMMHO-
anmnapaTHoOU CpeICTBa 3alIUThl HHPOpPMAIUH anmnapaTHbIX CpeACTB 3aIUThI
3alNTBI —OCYILECTBIATE MOHUTOPHUHT U PETUCTPALIUIO uHpopmMaunu, B TOM  YHCIE, B
vH(popManun CBeJCHMI, HEOOXOIUMBIX )1 3alUThl 00HEKTOB OIICPALTMOHHBIX CHUCTEMAX,
MH(pOpMaTHU3AIMK, B TOM YUCJIE C UCIIOIb30BAHNEM [KOMITBIOTEPHBIX CETAX, 0aszax JaHHbIX
[POrpaMMHBIX U IPOrPaMMHO-aIapaTHIX
CPEICTB OOHAPYKEHUS, IPELYNPEXKICHUS U
ITMKBUIALIUH [TOCJIEICTBUI KOMIIBIOTEPHBIX aTak
2. |CrangapTel OK 01-OK 09 |-ycranaBnuBare W HACTpaWBaTh  CPEJACTBA OCOOEHHOCTH W CriocoObl npumenenus | TectupoBanue
Oe3onacHoCTH IIK 2.1-11IK.2.3 aHTUBMPYCHOW  3aIlUTBI B  COOTBETCTBHHM  C [IPOIPAMMHBIX u nporpaMmmHo- | Beinosnenue
[PEIbSIBIIEMbIMU TPEOOBAHUSMU; armapaTHbIX CpeACTB 3alMThI | Ja00paTOPHBIX PadoT.
—IIPOBEPATH BBINOJIHEHUE TpeOOBaHuMii 10 3amure MHGOpPMaUMK, B TOM  4YHCIE, B
MHGOpMALUK OT HECAaHKLMOHUPOBAHHOI'O JOCTYIA [ONEePAlMOHHBIX cucremax,
[pY aTTecTalud OOBEKTOB HMH(POPMATH3ALUKM [0 KOMIIBIOTEPHBIX CETAX, 0a3aX JaHHBIX
TpeOoBaHUAM 0€301MacHOCTH HH(pOpMAIH;
—yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSATh
MpOrpaMMHBIE U TPOrPaMMHO-AIapaTHbIE
CpEJCTBA 3aIIUThl MHPOPMALUH
3. |3amuuieHHas OK 01-OK 09 |-ycramaBnuBarh ¥ HacTpamBaTh  CPEICTBA OCOOEHHOCTH M CIOCOObI npuMeHeHus | TecTupoBanue,
apromarusupoBanH 1K 2.1-T11K.2.4 auruBupycHoil  3alUTBI B COOTBETCTBMHM  C [IPOrPAMMHBIX u MIPOrPaMMHO- | SKCIIEPTHOE
a1 cucTeMa MpEeAbIIBIIEMbIMU TPEOOBAHUSIMH; anmapaTHbIX CpEICTB 3aIIUThI | HAOIIOIEHHE
—IMarHOCTUPOBATb, yCTpaHATh OTKa3pl, MHQOpMaMi, B  TOM  4YHcJe, B |BBIIOJHCHHS
oOecrieunBaTh pabOTOCIIOCOOHOCTh M TECTHPOBATH OIEPAIMOHHBIX cHCTEMax, |J1abopaTOpHBIX padoT,
(DYHKIIMK ~ MPOrpaMMHO-aNapaTHbIX  CPEICTB KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX; OLIEHKa IIpolecca U
BaIlUThl HH(POpPMALIUH; —MCTOJbI TCCTUPOBAHHUS GbyHK1Mii | PE3YIBTaTOB
—TIPOBEPSTH BBHINOJIHEHUE TPeOOBaHUN MO 3aluTe [OTACIBHBIX MIPOrpaMMHBIX 1 | BBIITOJIHEHN:A BUJI0B
MHbOpMAIMK OT HECAaHKLMOHWPOBAHHOIO JOCTYIA [IPOrpaMMHO-annapaTHbIX cpezcTB|PabOT Ha MpaKTHKE

MpU aTTECTallMd OOBEKTOB HMH(OPMATHU3AIUU TIO
TpeboBaHMsAM Oe30MacHOCTH HHGOpMaIUY;
—yCTaHABJIMBATh, HACTPAUBATh, IPUMEHSTh
MPOTpaMMHBIE U TIPOTPaMMHO-AIITapaTHbIC
CpeACTBa 3aIIUTHl HHPOPMALIUU

3aIUTHl HHPOPMALINY;

—0COOEHHOCTH U CIOCOOBI NPUMEHEHUS
MPOTpaMMHBIX u IPOrpaMMHO-
anmapaTHbIX CPEJCTB rapaHTHPOBAHHOTO

YHUYTOXEHUS HHPOpMAIII




Hecradbmmsupyro | OK 01-OK 09 |-ycranasnuBare M HacTpauBaTh  CpEICTBA —OCOOCHHOCTH M CHocoObl npuMeHenus | TecTupopanue,

wee Bozaeicreue  |IIK 2.1-TIK.2.4 auruBupycHoll  3aIliUThl B COOTBETCTBMHM  C [IPOIPAMMHBIX u MPOrPAMMHO- | 9KCTIEPTHOE

Ha 00BEKTHI [peIbsABISEMbIMUA TPEOOBAHUSIMU; anmapaTHBIX CpeICTB 3aIMTHI | HAOJII0IeHE

3alIUThL —JIHNarHOCTHPOBATh, YCTpaHATh OTKa3kbl, I/IH(bOpMaHI/II/I, B TOM YUCJIEC, B | BBIIIOJTHCHHS
oOecnieunBaTh PabOTOCIIOCOOHOCTh M TECTUPOBATH (OIICPAIIMOHHBIX CUCTEMAX, | JTabopaTOpHBIX paboT,
(DYHKLMM ~ [IPOrpaMMHO-ANNApPaTHBEIX  CPENCTB [KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX; JKCIIEPTHOE
BalUThl HH(OPMALIUN; —METOAbl  TECTHPOBAHMS (yHKpii | HabIONEHNE
—TIPOBEPATH BBIMOJHEHHWE TPEOOBAHMK MO 3aIIUTe OTACIbHBIX [IPOrpaMMHBIX 1 | BRIIOTHCHHA
MH(pOpMaNUA OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIA [IPOrPaMMHO-aIapaTHbIX cpencts |[IPAKTUICCKUX pabor,
[pH arTecTandd OOBEKTOB HMH(OPMATH3AIMK IO BAIMThl HH)OPMALUH; OLICHKa Mpoliecca n
TpeboBaHUsAM 0e30macHOCTH HH(pOpMAIUH; pe3yIbTaToOB
—yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHSTh BBIITOJIHCHUA BUZIOB
[IPOrpPaMMHBIE U IIPOTPAMMHO-AIIIapaTHbIE paboT Ha MpaKTHKe
CpeICTBa 3aIlUThl HHQOpMAIHH

IIpuHuUIIEL OK 01-OK 09 |-ycranaBnuBare W HACTpaWMBaTh  CPEJICTBA OCOOEHHOCTH W CriocoObl npuMmenenus | TectupoBanue,

IPOrpaMMHO- HK 2.1-1IK.2.4 anTHBHpYCHOM  3alMThl B COOTBETCTBHH  C [IPOTPAMMHBIX u IPOrPaMMHO- | IKCIIEPTHOE

anmnapaTHOM [peIbsABIsIEMbIMUA TPEOOBAHUSIMU; anmapaTHBIX CpEICTB 3aIUTHI | HAOIIOIEHHE

3aIINTBI —AUarHOCTUPOBAThH, YCTpaHATh oTKa3bl, MHQOpMaMM, B  TOM  4YHCIE, B |BBIIOJHCHUS

MH(pOpMALH OT oOecnieurBaTh PabOTOCIIOCOOHOCTh M TECTUPOBATH [OTICPALIMOHHBIX cucTemax, | J1abopaTopHbIX padoT,

HECaHKIIMOHHUPOBA (I)YHKHHH IporpaMMHO-anmnapaTHbIX CpeACTB KOMIIBIOTCPHBIX CCTAX, Oaszax JaHHBbIX, OICHKa ITponecca u

HHOT'O J0CTyIa BaIUTHl HHGOPMAITUH; —METOIbI TECTUPOBAHUS (dbyHKI1IHI1 | PE3YIBTATOB
—TIPOBEPSITH BBIIIOJIHEHUE TPeOOBAHMI MO 3alIUTe OTACIbHBIX MPOTrPaMMHBIX 1 | BBIIOJIHEHHA BUNIOB
MH(OPMALIUK OT HECAaHKIMOHUPOBAHHOTO JOCTYIA [IPOTPAaMMHO-AIIapaTHbIX CpeacCTB paboT Ha NpaKkTHKe

MpU aTTeCTalud OOBEKTOB HMHGPOPMATHU3AIMU TIO
TpeOoBaHUAM 0€3011acHOCTH MH(POpPMaIUY;
—yCTaHaBJIMBATh, HACTPAUBATh, IPHMEHSTh

3alIUThl HHPOPMALINY;
—TUIIOBBIE CPEJCTBA U METOJBI BEICHUS
ayJuTa, CPEACTB M CIOCOOOB 3aIlUTHI

MpOrPaMMHBIE ¥ TIPOTPAMMHO-AIAPaTHBIC nHbOpMAIN B JIOKATbHBIX
CpeacTBa 3aIIuThl HHPOPMALIUTH BBIYHCITHTEEHBIX ceTsx, CpencTB
BAI[UTBI  OT  HECAHKIIMOHUPOBAHHOTO
moctyna
OcHossl 3amutel | OK 01-OK 09 -pguarnoctuposars, YCTPaHsAThH OTKa3bl, —OCOOEHHOCTH M cIoco0bl npuMmeHenus | TecTupoBanue
ABTOHOMHBIX [K 2.1-TIK.2.6 joGecnieunBath pabOTOCIOCOOHOCTh M TECTUPOBATH [IPOTPAMMHBIX u IPOrPaMMHO-
aBTOMATHU3UPOBaHH (YHKIME ~ MIPOTpaMMHO-AIapaTHBIX  CPEICTB @IAPATHBIX CpeacTB 3aIUTHI
BIX CUCTEM BaIUTH HHGOPMAITIH; wHpopmaruu, B TOM  YHCIEe, B
— OPUMCHAThL  IIPOrPaMMHBIE M IPOrpaMMHO- OIICPAIMOHHBIX CUCTCMax,
ArapaTHBIE CPECTBA JUIA 3aIIUThI MH(POPMAIMU B KOMIIBIOTEPHBIX CETSX, 0a3aX JaHHBIX;
0a3ax JTaHHBIX; —METOJBI ~ TECTUPOBaHWs  (YHKIHI
OT/ICNIbHBIX OPOrPAMMHBIX u




—yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSITh
[IPOrpaMMHBIE U ITPOrPaMMHO-AIIapaTHbIE
CpeICTBa 3alIUThl HHPOPMALIHH;
—OCYILECTBISATH MOHUTOPUHT U PETUCTPALIUIO

MpOorpaMMHO-aNmapaTHBIX
3aIUTHl HTHGOPMAITUH;

—THUIIOBBIC CPEJICTBA U METOJbI BEICHUS
Qy/uTa, CPEACTB W CIOCOOOB 3aIlThI

CPEICTB

CBEJICHUI, HEOOXOMMBIX JJIS 3aIlMThl 00EKTOB MHGpOpMaLN B JIOKAJIbHBIX
MH(pOpMaTHU3aIK, B TOM YUCJIE C UCIIOJIb30BAHNEM [BBIYMCIIUTEIbHBIX CCTIX, CpCACTB
MPOrpaMMHBIX U IPOrpaMMHO-aIapaTHBIX 3alIUTBl  OT  HECAaHKLIMOHMPOBAHHOI'O
CpeAcTB OOHApYKEHUs, TPEIYIPEKACHUS U nocTyna
ITMKBUIALIUH [TOCIIEICTBUI KOMITBIOTEPHBIX aTaK
3amura OK 01-OK 09 |-ycramaBnuBarh ¥ HacTpamBaTh  CPEICTBA OCOOEHHOCTH W CIOCOOBI IpuMeHeHus | TecTmpoBanue
IPOrpaMM OT IIK 2.1-1IK.2.4 aHTHBHPYCHOM 3allMTBI B  COOTBETCTBHH  C [IPOTPAMMHBIX u IPOrPaMMHO-
M3yYCHHUS [peIbsABISEMbIMUA TPEOOBAHUSIMU; anmapaTHBIX CpEICTB 3aIUTHI
—IIMarHOCTUPOBATh, YCTPaHATh oTKa3pl, MHpOpMauu, B TOM  4Yucie, B
oOecreunBaTh paboTOCIIOCOOHOCTh M TECTUPOBATH ONECPAITMOHHBIX CUCTeMax,
byHKIIUN OporpaMMHO-aIapaTHbIX CPE/ICTB [KOMIILIOTEPHBIX CETAX, 0a3ax JaHHBIX;
BaIUThl HH(OPMALINK; —METO/Abl  TECTHPOBAHUS GbyHKIHN
— MPOBEPATH BBIIIOJIHEHHUE TPeOOBAaHUH MO 3aIIUTe OTACIbHBIX IIPOrpaMMHBIX 1
MH(OpPMALIUK OT HECAHKUIHOHUPOBAHHOTO JOCTYIA [IPOrPaMMHO-aImapaTHbIX CpCIACTB
pH aTTecTandd OOBEKTOB HMH(OPMATH3AMK [0 BalIMThl HHOOPMALUH;
TpeboBaHMAM 0€3011aCHOCTH UH(POPMAIIH TUIIOBBIE CPEACTBA U METOJIbl BEJCHUS
Qy/uTa, CPEACTB W CIOCOOOB 3aIUThI
MHpOpMALIUN B JOKaJIbHBIX
BBIYMCITUTENbHBIX CeTsIX, CPEICTB
3alllUThl  OT  HECAHKIIMOHMPOBAHHOTO
nocTymna
Bpenonocnoe OK 01-OK 09 |-ycranaBnuBath ¥  HacTpamBaTh  CpPEICTBa —OCOOEHHOCTH W CrOCOOBI NpuMeHeHus | TecTupoBanue,
IpOrpaMMHOE K 2.1-1IK.2.6 anTHBHpyCHOM  3alMThl B COOTBETCTBHH  C [IPOTPAMMHBIX u MPOrpaMMHO- | KCIIEPTHOE
o0ecrieueHue MPEIbSIBIIEMBIMU TPEOOBAHHUSIMU; ATIapaTHbBIX CPEICTB 3aIUTHI | HAOII0JEHHE
—IINarHOCTUPOBATh, YCTPaHATh OTKa3pl, MHQOpMaMK, B  TOM  4YHcJe, B |BBIIOJHCHHS
obecreyrBaTh pabOTOCIIOCOOHOCTh M TECTUPOBAThH ONEPALMOHHBIX CUCTEMAX, | JJabopaTOpHBIX padoT,
(DYHKIIMK ~ MPOrpaMMHO-aIapaTHbIX  CPEICTB KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX; OLIEHKa Ipolecca U
BalUThI HH(OPMALIUH; —METOJbl  TECTUPOBAHUS (yHKIMiT | PE3YTBTATOB
—YCTaHaBJIMBATh, HACTPAUBATh, IPUMEHATH OTICITbHBIX IIPOrpaMMHBIX 1 | BEIIOJTHCHHSA BHTOB
[IPOrpaMMHBIE U IIPOIPAMMHO-AIIIapaTHBIE [IPOrpaMMHO-aNINapaTHbIX cpeacTs |padoT Ha MPaKTHKe

CpCACTBA 3alIUTHI I/IH(I)OpMaI_II/II/I;
—OCYIICCTBJIAAIT MOHUTOPUHT U PETUCTPALIUTO
CBCHCHHﬁ, HCO6XO,I[I/IMBIX JJIs 3alllUThI 00BEKTOB

MH(OpMAaTH3alMY, B TOM YHCIIE C HUCIIOJIb30BAHUEM

3alUThl HH(POPMAIUU




MPOrpaMMHBIX U IPOrpaMMHO-aIMapaTHBIX
CPEICTB OOHAPYKEHUS, TPEIYTPEKACHUS U
ITMKBUAAIIMY MIOCTEACTBUN KOMITBIOTEPHBIX aTak

9. |3amwura nporpamm | OK 01-OK 09 \-ycranasnmuBate M HacTpauBaTh  CPEACTBA —METOALI  TECTHPOBAHUS ¢bynkuuii | TectupoBanue,
U JAHHBIX OT IIK 2.1-1IK.2.6 agruBupycHOM  3aIl0UTBI B COOTBETCTBHHM  C (OTAENLHBIX MIPOTPAMMHBIX U | 9KCIIEPTHOEC
HECaHKIIMOHUPOBa [PEIbABISIEMBIMUA TPEOOBAHUSIMU; IpOorpaMMHO-aNapaTHbIX CpEICTB HabJIo1eHNE
HHOT'O —IUarHOCTUPOBATH, yCTpaHATh OTKa3bl, BAIIUTHI HHPOPMALINY; BBITIOJTHCHUA
KOIIMPOBaHUsA obecrieunBaTh pabOTOCIIOCOOHOCTh M TECTUPOBATh —OCOOEHHOCTH M CHOCOOBI MpHMEHEHHs |J1a00paTOpHbIX pabor,
(yHKIMKM ~ TIPOrpaMMHO-ANIMapaTHBIX  CPEJCTB [POTPAMMHBIX 51 IIporpaMMHoO- | OL€HKa IIponecca u
BaIUTHl HH(GOPMAIIIH; anrapaTHeIX CPENCTB TapaHTUPOBAHHOIO |PE3YJIbTATOB
—YCTaHaBJIMBaTh, HACTPAUBATh, IPUMCHATh YHUUYTOXKEHUS HHPOPMALH BBIITOJTHCHUSA BUI0B
MPOrpaMMHBIE U TPOTPaMMHO-aNIapaTHbIC pa0oT Ha IpaKTHKe
CpezAcTBa 3allUThl HUHPOPMALIUY;
—OCYLIECTBIATE MOHUTOPUHT U PETUCTPALIUIO
CBEJIEHU, HEOOXOAUMBIX JUISl 3aLUTH OOBEKTOB
MH(pOpMaTHU3aLUK, B TOM YUCIIE C UCIIOIb30BAaHUEM
[TPOTPaMMHBIX U IIPOTPaMMHO-aIIIapaTHBIX
CPEACTB OOHAPYKEHHUsL, TPEYNPEKICHUS U
10. |3ammwura OK 01-OK 09 nuarnoctuposars, YCTPaHSTh OTKa3bl, ~METOABI  TecTHpoBanmsi  (pynkumii | TectupoBaHue,
undopmannu na  |TIK 2.1-TIK.2.6 joGecnieunBath pabOTOCIIOCOOHOCTh M TECTHPOBATH (OTACIBHBIX IPOTPAMMHBIX W | 3KCIIepTHOE
MaIIHHHBIX (GYHKIMKM ~ NPOTrpaMMHO-ANMapaTHbIX  CPEICTB [MPOrpaMMHO-AMMapaTHbIX Cpe/CTB | HAOIOIEHNE
HOCHUTEJIAX BalUTHI HH(OPMALIUH; 3aIIUThl HHPOPMALINY; BBITIIOJIHEHU S
— MPOBEPATH BHINOJIHEHUE TPEOOBAHUM 1O 3alllUTE —OCHOBHBIE MOHATUS KpunTorpadpuu H n1abOpaTOPHBIX padoT,
MH(pOpMaLUU OT HECAaHKLMOHUPOBAHHOI'O JOCTYIA [TUIMOBBIX KPUITOrpaUyecKux METOI0B M | OLIEHKA IIporecca v
pU aTTecTalud OO0BEKTOB MH(OpMaTH3alMU IO (CPEACTB 3aLIUTHI HH(OPMAILIUH; pe3yJpTaToB
TpeboBaHMAM O€301MacCHOCTH MHPOPMAKMU —0COOEHHOCTH U CMOCOOBI MpuMeHeHHs | BPIITOJIHCHN BUJIOB
—OCYLIECTBJIATh MOHUTOPUHI U  PETUCTPALUIO [IPOTrPAMMHBIX u IIPOrpaMMHO- paboT Ha MPAKTHKE
CBEJCHUN, HEOOXOIMMBIX JUIsl 3alMThl OOBEKTOB @NIAPATHBIX CPEACTB rapaHTUPOBAHHOIO
MH(OpPMATH3alIUY, B TOM YHCJIE C UCIIOJIb30BAHUEM [YHUUTOXKEHUS WH(OpMALIUU
[IPOrpaMMHBIX u [IPOrpaMMHO-AINIapaTHBIX
CpeACTB  OOHAapyXeHMs, MNPEAYNPEKICHUS U
IMMKBUAALMY TOCIEACTBUN KOMITBIOTEPHBIX aTaK
11. |AnmapatHbie OK 01-OK 09 nuarnoctuposars, yCTpaHATh OTKa3bl, [~TUIIOBbIE MOJIENH ympaBienus | TectupoBanue
cpeacrsa [IK 2.1-T1K.2.4 loGecrieurBaTh pabOTOCIIOCOOHOCTh M TECTHPOBATH [IOCTYIIOM,  CPEICTB,  METOJOB U
UICHTUDHUKAIMY U (bYHKIIMM ~ [pOrpaMMHO-alMapaTHbIX  CPENCTB [IPOTOKOJIOB UICHTUPUKAITTI u
ayTeHTU(UKAINU BalIUThHI HH(OPMALIUH; ayTeHTU(UKALUY;
MI0JIb30BaTENEN

— MPOBEPATH BBINIOJIHEHUE TPeOOBaHUM 1O 3aIIuTe

—0COOEHHOCTH U CIOCOOBI NPUMEHEHUS




MH(GOPMAIMK OT HECAHKIIMOHHMPOBAHHOTO JOCTYIIA
Opu arTecTanud OOBEKTOB MH(OPMATH3ALUH 10
TpeboBaHUsAM 0€30macHOCTH HH(pOpMAIUH;
—yCTaHaBIMBATh, HACTPANBATh, IPUMEHSTh
[POrpaMMHBIE U IIPOrPAMMHO-AIIIapaTHBIE
CpeACTBa 3aIIUTHI HHPOPMALIUU

MPOTrPaMMHBIX u MIPOrpaMMHO-
AIIapaTHbIX CPEACTB TrapaHTUPOBAHHOTO
YHUYTOKEHUS HH()OpMAIIH

12. |Cucrembl OK 01-OK 09 puarsocruposarts, YCTPaHATh OTKa3bl, —OCOOEHHOCTH M CIIOCOOBI HpuMeHeHus | TecTupoBaHue,
obunapyxenus arak |I1K 2.1-TIK.2.6 oGecrieunBath paboOTOCIOCOOHOCTS M TECTHPOBATh [IPOTrPAMMHBIX u [POrpaMMHO- | 9KCIIEPTHOE
U BTOP)KCHHI byHKIIH IpOrpaMMHO-aIIIapaTHBIX CPEICTB @AIMNAPATHBIX CpeaCTB 3aIIuTHl | HAOII0AEHHE
BaIUTHl HH(GOPMAIIIH; mHpopmManui, B  TOM  YHCJE, B |BBIIOJIHCHUS
— IMPOBEPATH BBIOJIHCHUE TPEOOBAHUH MO 3alUTe OINEPALMOHHBIX cucremax, | 1abopaTopHbIX padoT,
MH(GOPMAIMH OT HECAHKIIMOHMPOBAHHOI'O JIOCTYIA KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX; OIIEHKa Ipoliecca u
MpU aTTeCTalud OOBEKTOB HMH(POPMATH3AIMU IO —OCOOCHHOCTH M CIIOCOOBI NpUMEHEHHs | PE3YIbTaTOB
TpeboBaHUAM 0e301acHOCTH HHPOPMAITUH; MPOrPaMMHBIX u [IPOrpaMMHO- | BBIIIOJIHEHUS BHJI0B
—yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSITh ANNapaTHBIX CPEJICTB TapaHTHPOBAHHOTO|PA0OT Ha MPAKTHKE
MPOTrpaMMHBIE M IIPOrPaMMHO-aIapaTHbIC YHUYTOXKEHUSI HHPOpMAIUY;
CpeICTBa 3aIIUTH HHPOPMAITUH; —THUIIOBBIE CPEJICTBA M METOJbl BEICHUS
—OCYILECTBISATH MOHUTOPUHT U PETUCTPALIUIO QynuTa, CPEACTB W CIOCOOOB 3aIUThI
CBEJIEHUH, HEOOXOUMBIX Ui 3aI{UThl 00HEKTOB uHbopMauu B JIOKAJILHBIX
MH()OPMATHU3AINH, B TOM YHCIIE C UCIIOJIb30BAHHEM [BBIYMCIUTEIBHBIX CeTHX, CPEICTB
MPOrPaMMHBIX U TIPOTPaMMHO-aIMapaTHBIX BAallUTEl  OT  HECAHKI[MOHHUPOBAHHOTO
CpeICTB OOHAPYKEHHUS, TPEIYPEKACHUS U mocTymna
ITUKBUAAINH TIOCTEACTBUN KOMITBIOTEPHBIX aTaK
13. |OcHOBBI OK 01-OK 09 nuarnoctuposars, YCTPAHSTh OTKa3bl, —OCOOEHHOCTH H CIOCOOBI MpuMeHeHus | TecTupoBaHue,
MIOCTPOCHHMSI K 2.1-TTK.2.6 joGecnieunBaTh paboOTOCIIOCOOHOCTh M TECTHPOBATH [IPOrPAMMHBIX u IpOrpaMMHO- | 9KCIIEPTHOE
3alIMIINCHHBIX b yHKIMH IIporpaMMHO-anmnapaTHhIX CpeACTB [aIIapaTHBIX CpeacTB 3aIuUThI | HAOII0IeHNe
ceren BaIUTHl HHGOPMAITUH; wHpopmalui, B  TOM  YHWCE, B |BBITOJTHCHUS
— MPOBEPSATH BBHIMOJHEHNWE TPEOOBAHUM IO 3aIUTE OINCPAIMOHHBIX CUCTEMaX, | IPaKTUYECKUX pabdoT,

MH(pOpMaAIUA OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa
MpH aTTecTal OOBEKTOB WH(GOpMATHU3ALUU TIO
TpeboBaHUAM 0e30MacHOCTH HHGOPMAITUY;
—yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSITh
MPOrpaMMHBIE U POrPaMMHO-aIapaTHbIE
CpeICTBa 3alIUThl HHPOpPMALIHH;

—OCYIIECTBISATH MOHUTOPUHT U PETUCTPALIIIO
CBEJIEHUH, HEOOXOAUMBIX JJI 3aIUThl 00HEKTOB
MH(pOpMaTHU3aINK, B TOM YUCJIE C UCIIOIh30BAHHEM

[MPOTrpaMMHBIX U IIPOIr'PpaAMMHO-AIIITAPATHBIX

KOMITBIOTCPHBIX CCTAX, Oazax JaHHBIX,
—0COOEHHOCTH M CIOCOOBI MPUMEHEHHS
MPOrpaMMHBIX u MIPOrPaMMHO-
aIrapaTHeIX CPEICTB IapaHTUPOBAHHOIO
YHUYTOXKEHUSI NHPOpMaIUY;

—TUIIOBBIC CPEACTBA U MCTOAbLI BCACHHA
Qy/uTa, CPEACTB W CIOCOOOB 3aIUTHI

I/IH(bOpMaI_II/II/I B JJOKaJIBbHBIX
BBIYUCINTCIIbHBIX CETAX, CpcaACTB
BalIUThI oT HCCAaHKIIMOHHUPOBAHHOI'O

OLIEHKa ITpoliecca U
pe3ysbTaToB

BBIIIOJTHEHUA BHUI0B
paboT Ha MpaKTUKE




CPEICTB OOHAPYKEHUS, TPEIYNPEKACHUS U
ITMKBU QMY TTOCJIEICTBUN KOMIIBIOTEPHBIX aTaK

MOCTYyIIa

14. |Cpencrsa OK 01-OK 09 |-nuarnoctuposars, YCTPaHATh OTKa3bl, —~OCOOCHHOCTH ¥ CHOCOOBI IpHMeHeHwHs | TecTupoBanue,
opranuzanuu VPN |TIK 2.1-TIK.2.4 joGecnieunBath pabOTOCIOCOOHOCTH M TECTHPOBATH [IPOrPAMMHBIX u pOrpaMMHO- | 9KCIIEPTHOE
(yHKIMH ~ NPOrpaMMHO-ANNApaTHbIX  CPEACTB @MIMAPAaTHBIX CPEICTB 3aIUThI | HAOIIIO IEHHE
BaIUTHI HH()OPMALINY; uHbOpMallMM, B  TOM  4YHCIE, B|BBIIOJIHCHHS
— IIPOBEPSTH BBIIOJIHEHUE TPEOOBAaHUI MO 3aluTe [OMCPAIIMOHHBIX cHcTeMax, |J1abopaTOpHBIX pador,
MH(GOpPMAIMU OT HECAHKIMOHMPOBAHHOIO JOCTYIA KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX; OLICHKA ITpoliecca U
pU arTecTaluud OOBEKTOB MH(OPMATH3ALMM II0 —OCHOBHBIE IOHATHUSA Kpuntorpaduu u|Pe3yabTaToB
TpeboBaHUAM 0€30MacHOCTH HH(OpMaIuy; TUIOBBIX KPUIITOTpapUUeCKUX METOJIOB U | BBIITOJIHEHUS BUJIOB
—IPUMEHATH cpeacTsa rapaHTUPOBAHHOTO [CPEJCTB 3AIIUTHI HH(OPMAHH; paboT Ha IpaKTHKE
YHUYTOXXEHUS HH(popMaumy; —TUIIOBBIE CPEICTBA U METOAbl BEIACHUS
—YyCTaHaBJIMBAaTh, HACTPAUBATh, IPUMEHSATh ayauTa, CpPEeICTB M CIOCOOOB 3allUTHI
MMporpaMMHBIC U IIPOrpaMMHO-annapaTHbIC MH(OopMannn B JIOKQJIbHBIX
CpeZACTBa 3alUThl HHPOpMaLUU BBIYHCIIATEIIbHBIX CeTsX, CPENCTB
BAlllUTEl  OT  HECAaHKIMOHWPOBAHHOI'O
nocryna
15. |OGecmneuenue OK 01-OK 09 (puarnoctupoBars, YCTPaHSITh OTKa3bl, —OCOOCHHOCTH H CIIOCOOBI TpUMeHEHus | TeCTUpOBaHuE,
Oe30macHoCTH IIK 2.1-11IK.2.4 loGecnieunBaTh pabOTOCIIOCOOHOCTH W TECTHPOBATH [IPOIPAMMHBIX u [POrPaMMHO- | 9K3aMEH
MEXCETEBOI0 (yHKIMH ~ NpPOrpaMMHO-ANNapaTHbIX  CPEACTB @MIAPaTHBIX CPEICTB 3aIIUThI | KBATM()UKAIIMOHHBIMH,
B3aMMOJICUCTBHUS BalUThl HH(OPMALINN; uHboOpMaluM, B TOM  4YHcle, B|9KCICPTHOE
— IPUMEHATh cpeacTBa rapaHTHPOBAHHOIO [OII€PAIlMOHHBIX cucTtemax, | HabmroqeHue
YHUUYTOKEHUSI HUHPOpMAIUY; KOMITbIOTEPHBIX CETSX, 0a3aX JaHHBIX; BBITIOJTHCHHS
—yCTaHaBJIMBaTh, HACTpPauBaTh, IIPUMEHSITH —OCHOBHBIE TIOHATUS KpuUnTorpadpuu u nabopaTopHbIX pabor,
MpOrpaMMHBIE U IPOTPAMMHO-ANIIapaTHbIE TUIOBBIX KPUIITOrpauIecKUX METOI0B U | OLICHKA IIporecca u
CpEeICTBA 3aIIUThI HHPOpMAIIH CPEACTB 3alUThl HH(OPMAILIUH; pe3yabpTaTOB
—TUIIOBBIE CPEJICTBA U METOJbI BeJeHus | BRITOIHEHNSA BUI0B
AynuTa, CPEACTB M CIIOCOOOB 3aIUTHI paboT Ha MpaKTHKe
MH(bOpMauu B JIOKaJIbHBIX
BBIYHCIIATEIbHBIX CeTsX, CPENCTB
BAllUTEl  OT  HECAaHKIMOHWPOBAHHOI'O
nocryna
16. |3amuTa OK 01-OK 09 npuMensats, nporpaMMHBIE M [IPOTPAMMHO- OCOOEHHOCTH U CIOCOObI npuMeHeHus | TecTupoBaHue,
MH(popMaNuu B 1K 2.1-TIK.2.4 anmapatHeie cpeacTBa AU 3allUThl HHOPMALIUK B [IPOTPAMMHBIX u POrpaMMHO- | 9K3aMEH
0azax JaHHbBIX 0azax JaHHBIX; anmapaTHbIX CpEICTB 3aIUUTHI | KBATH()UKAMOHHBIH,
—IIPOBEPATH BBHINOJHEHHE TPeOOBaHMU MO 3amure MHGOpPMAnMuW, B TOM  4HCIE,  B|9KCIEPTHOEC
MH(OPMALIUK OT HECAaHKIIMOHUPOBAHHOTO JOCTYIa ONEPAIIMOHHBIX cucTeMax, |HabroieHne
pH arTecTanid OOBEKTOB HMH(OPMATH3AIMKM [0 KOMIIBIOTEPHBIX CETAX, 0a3aX JaHHBIX; BBITIOJTHCHHS




TpeOOBaHMAM 0€30MaCHOCTH HH(POPMAIIHH;
—TIPUMEHSTh CpeacTBa rapaHTUPOBAHHOTO
YHUYTOXKEHUST HH(pOpMaIuu

—METObI
OTHEIbHBIX
MpOrpaMMHO-anmapaTHBIX
3aIUTHl HHGOPMAIIUH;

—THUIIOBBIC CPEJICTBA M METOJbI BEICHUS
Qy/uTa, CPEACTB W CIOCOOOB 3aIlHThI

TECTUPOBAHUS byHKIII
MIPOTPaMMHBIX "
CpEnCTB

1abopaTOpHBIX padoT,
OIIEHKa TIpolriecca u
pe3yabTaToB
BBITIOJTHEHUA BUI0B
paboT Ha MpaKTUKE

MH(pOpMaLUU B JIOKaJbHBIX
BBIYVCIIUTEIBHBIX CETIX, CpeacTB
BAllMTBI OT  HECAHKIMOHUPOBAHHOI'O
OCTyIa
17. |MonuTopuHr OK 01-OK 09 |-nipoBepsith BbINONHEHHE TPeGOBAaHMIA [0 3aIIMTE —METOABI  TecTHpoBaHWs  (yHKumii| TectupoBanue,
CHCTEM 3aIlUThI HK 2.1-TIK.2.6 pupopManun OT HECAHKIMOHUPOBAHHOTO JOCTYIIA [OTACTbHBIX IIPOTPaMMHBIX U |9K3aMEH
pU aTTecTaluu OO0BEKTOB MH(OpMaTH3alMM IO [IPOrpaMMHO-aNapaTHBIX CPEJICTB | KBATH(PHKALMOHHEIH,
TpeOoBaHUSAM 0€301MacHOCTH HH(pOpMAIH; 3alIUTHl HHPOPMALINH; DKCIIEPTHOE
—yCTaHaBJIMBaTh, HACTpPauBaTh, IIPUMEHSITH —TUIIOBBIE CPEACTBA U METOIABLI BEACHUSA HaOJIt0IeHuE
IporpaMMHEIE€ U IIPOrpaMMHO-annapaTHbIe QyauTa, CPEACTB M CIOCOOOB 3alIUThI | BBIIIOTHCHUS
CpelcTBa 3alIUThl HHPOpPMaLIUH; HGOpMAITUU B JIOKaJIbHBIX | 1A00PAaTOPHBIX paboT,
—OCYILECTBIISITE MOHUTOPUHT U PETUCTPALIUIO BBIYHMCIIUTCIILHBIX CETHX, cpeacTs |IKCIEPTHOE
CBEJIEHUH, HEOOXOUMBIX Ui 3aI{UThl 00HEKTOB BallUThI OT  HECaHKIMOHHPOBAHHOI'O HaOJIt0IeHuE
MH()OPMATHU3AINN, B TOM YHCIIE C UCIIOJIb30BAHUEM |[10CTYyIIa BBITIOJTHCHH
[IPOrPaMMHBIX ¥ IIPOTPaMMHO-aMapaTHBIX MPAaKTHYECKHX Pabor,
CpeACTB OOHApYKEHUs, PEIYIPEKACHUS U ONICHKa mponecca u
IMUKBUAALMY OCIEACTBUN KOMITBIOTEPHBIX aTaK pE3ynbTaTOB
BBITIOJIHEHUS BUIOB
paboT Ha MPAKTUKE
18. |U3yuenue mep OK 01-OK 09 nposepsats BbInoONHEHHe TpeGOBAHUM MO 3alIUTE OCOOEHHOCTH W CIOCOObI NpuMeHeHus | TecTupoBanue,
3aIUThI [K 2.1-1TK.2.6 mupopMaIiu 0T HECAHKIIMOHUPOBAHHOTO JOCTYIIA [IPOrPAMMHBIX u IpOrpaMMHO- | 9K3aMeH
MH(OpMALHH B IpU aTTecTalud OO0BEKTOB MH(POPMATH3aLUK IO @MNNapaTHBIX CpEICTB 3aILHUTHI | KBATM(DHUKAMOHHBIN,
MH(pOPMALMOHHBIX TpeboBaHUAM 0€30MacHOCTH HH(OpMaIuy; uHbOpMaliM, B TOM  4YHCle, B|9KCICPTHOE
CUCTEMaX —IPUMEHSATh cpeacTBa rapaHTUPOBAHHOTO [ONEPALIMOHHBIX cHCTeMax, | HabJroieHue
YHUUITOXXEHUST HH(popMaIumy; KOMIIBIOTEPHBIX CETAX, 0a3ax JIaHHBIX; BBITIOJTHCHHS
—yCTaHaBIIMBATh, HACTPAUBATh, IPUMEHSATh —METO/Bl  TECTHpOBaHMA  (yHKuuii|TA00OPATOPHEIX PaboT,
[IPOrpaMMHBIE U IIPOIPAMMHO-AIIIapaTHBIE OT/I€JIbHBIX IIPOrpaMMHBIX 1 | OLICHKa Npoliecca u
CpeICTBa 3aIlIUTH HHPOPMAIIHH; MporpaMMHO-aImnapaTHbIX cpexncts | Pe3yJIbTaTOB

—OCYILECTBIIATH MOHUTOPUHT U PETUCTPALIUIO
CBE/IEHU, HEOOXOAUMBIX JUISI 3aLUTH 0OBEKTOB
MH(OpPMAaTHU3alUY, B TOM YHCIIE C UCIIOJIb30BAaHUEM
[IPOrpaMMHBIX U IPOrpaMMHO-aINapaTHbIX

3alUThl HH(POpMAIUU

BBITTOJIHEHHSI BUJIOB
paboT Ha MpaKTHKE




CPEICTB OOHAPYKEHUS, TPEIYNPEKACHUS U
ITMKBUIAIIMH TTOCJIECTBUN KOMIIBIOTEPHBIX aTaK

19.

N3yuenue
COBPEMEHHBIX
IPOrpaMMHO-
anmnapaTHbIX
KOMILJIEKCOB.

OK 01-OK 09
IK 2.1-T1IK.2.4

—IIPOBEPSTH BBHINOJHEHUE TPEOOBaHMH 10 3alUTe
MHGOPMAIMK OT HECAHKIMOHMPOBAHHOTO JOCTYIIA
Opu arTecTauud OOBEKTOB MH(OPMATH3ALUH 10
TpeboBaHUsAM 0€30macHOCTH HH(pOpMAIUH;
—IIPUMEHSTH cpencTaa rapaHTHPOBAHHOTO
YHUYTOXXEHUS HH(popMaIum;

—yCTaHaBIMBATh, HACTPANBATh, IPUMEHSThH
[POrpaMMHBIE U IIPOrPAMMHO-AIIIapaTHIE
CpEICTBa 3aIIUThl UHPOPMALUH

—O0COOCHHOCTH M CITOCOOBI TPUMEHEHUS
IPOrPaMMHBIX 51 MIPOrPaMMHO-
arapaTHBIX CPEJICTB 3aIUTEI
uHbOpMaluM, B TOM  4HCIE, B
OTIepaITMOHHBIX cHCTEMAX,
KOMITBIOTEPHBIX CETSX, 0a3ax JIaHHBIX;
—O0COOCHHOCTH U CHOCOOBI MPUMEHEHHS
IPOrPaMMHBIX 51 IPOrPaMMHO-
ATapaTHBIX CPEJICTB TapaHTHPOBAHHOIO
YHAYTOXKEHUST NHPOPMAITUU

TectupoBanue,
IK3aMeH
KBaJTU(DUKAIIMOHHBIH,
JKCIIEPTHOE
HaOro1eHNe
BBITIOJTHEHUS
1abopaTOpPHBIX padoT,
OIICHKa Ipoliecca u
pe3yabTaToB
BBITIOJTHCHHMSI BUJIOB
paboT HA MPAKTUKE




BalIUThl HH(OpMAIUU

Ne | HammeHoBaHHe Kon PesynbTaThl 00y4eHusi o npogeccuoHaJILHOMY MOIYJII0 DopMbl
TeMBI (popmupyemon pp— — KOHTPOJIA
KOMIIeTCHIMHU
MJIK. 02.02. KPUIITOITPA®OUYECKHUE CPEACTBA 3AINUTHI MTHPOPMALIMH
1. Maremaruaeckue | OK 01-OK 09 -npumensite MaTeMaTHyecKuil ammapar jis —OCHOBHBIC HOHATHS KPUITOrpaduu U THIIOBBIX | TeCTUpOBaHME
OCHOBBI IIK2.4  BemonaHeHus KpUNTOrpaduUYeCKUX KPUITOrPaQUUECKHMX  METOJIOB W CPEICTB
KpunTorpaduu npeoOpa3oBaHui; BaIUTHl HH()OPMALUH
—HUCIIOJIb30BaTh  THUIIOBBIE  IIPOrPaMMHBIC
KpUnTorpaguyeckue cpencTsa, B TOM YHCIE
DICKTPOHHYIO MOIIHUCH
2. MeTtobl OK 01-OK 09 |-nipumeHsiTh MaTeMaTHYECKHH ammapar s —OCHOBHBIE MOHSTHs KPUIITOrpapuu U TUIIOBLIX | TecTpoBaHue
KpI/IHTOFpaCbI/I‘IGC I[IK 2.4 BBITIOJTHCHU A KpI/IHTOI‘paq)I/I‘-IeCKI/IX KpI/IHTOFpaq)I/I‘-IeCKI/IX METOOO0B nu CpCACTB Brimosigenue
KOT'O 3alIUThI peodpasoBaHHii; BAILUTBI MH(DOPMALIHH 1a00paTOPHBIX
uHdOpMALIH —HCITOJIB30BaTh TUIIOBBIE IPOIPAMMHBIE paGor.
Kpunrorpaguuyeckue cpeacTna
3. Kpunroananus OK 01-OK 09 |-nipumeHsiTh MaTeMaTHYECKHH armapar JJisi —METObl TECTUPOBAHUs (QYHKIMH OTIENbHbIX | TeCTHPOBaHHE,
IIK 2.4 BBIIIOJIHCHUS KpUNTOrpapUuecKux [pOrpaMMHBIX UM  IPOrpaMMHO-aNNapaTHBIX | SKCIICPTHOES
npeoOpa3oBaHui; CPEACTB 3allUThl HH(OPMALIUH; HaOIro1eHNe
—HCII0JIb30BaTh TUIIOBBIC IPOrPAMMHbIC —THUIIOBBIE MOJEIHM YIPaBJICHUSA [OOCTYIIOM, | BBIUIOJHCHUA
KpUITOrpadguueckue cpecTBa IMKBUAALUN CPEICTB, METOJI0B u TIPOTOKOJIOB | 1a00PATOPHBIX
[OCJIEICTBUM KOMIIBIOTEPHBIX aTaKk uACHTU(DUKAIINY U ayTeHTU(DUKAIIIH; pabor, oneHka
—OCHOBHBIE MTOHATHUS KpUNTOorpaduu 1 TUMOBBIX | IIPoliecca 1
KpUNTOrpaguyeckux MeTOoJoB U cpeacTs| PE3YJIBTaTOB
BalUTHl HH(pOpMAIUK BBIIIOJIHCHH
BUJIOB pabOT
Ha IIPaKTHUKE
4. IToTouHbIE OK 01-OK 09 |-npuMeHsTh MaTeMATHYECKMI ammapar jis —METObl TECTHPOBaHWs (PYHKIHUH OTHenbHBIX | TecTUpoBaHHME,
mwHQpsl 1 K 2.4 BBITTOJIHEHM S KpUnTorpaguueckux [IpOrpaMMHBIX W IPOrpaMMHO-aINapaTHbIX | IKCIIEPTHOE
TEeHEPATOPbI npeoOpa3oBaHui; CPEACTB 3allUThl HH(OPMALIUH; HaOJIt0JIeHuE
TICEBIOCITyaiiHbI —HCII0JIb30BaTh TUIIOBBIC MMPOIrPaMMHbIC —THUIIOBBIE MOJEIM YIPaBJICHUSA [JOCTYIIOM, | BBITOJHCHUA
X umcen Kpunrorpauaeckue cpecTBa CpecTB CpELCTB, METO0B nu IIPOTOKOJIOB 11a00paTOPHBIX
O0OHapYKEHUS, TPEIYPEKIACHUS 1 MACHTU(UKAIIMY U ayTeHTU (UKL, pabor, oneHka
ITMKBH AU TTOCIIEICTBUN KOMIIbIOTEPHBIX —OCHOBHBIC MMOHATHS KpUNTOrpaduu U TUIIOBHIX | IPOLCCCa U
aTaK Kpunrorpaguueckux METOJOB M cpeiacTs| PE3YJILTATOB
BBIIIOJIHEHUS

BUJIOB paboT
Ha MPaKTHKe




KonupoBanue OK 01-OK 09 -npriMensaTs MareMaTHYeCKHi ammapar Juisd —METOIbl TECTHPOBAHUS (DYHKIMH OTAEIbHBIX | TecTupoBaHue,
MH(OPMALIUH. [IK 2.4 BBITIOJIHCHUS KpUNTOrpaguecKux [IPOrpaMMHBIX W MPOrPaMMHO-AIIAPATHBIX | 9KCIIEPTHOE
KoMIbroTepr3anms peoOpa3oBaHuii; CPEICTB 3alIUThl HHPOPMAIUH; HaOro1eHne
i poBaHus. —HCII0JIb30BATh TUIIOBBIC TPOrPAMMHBIC —THUIIOBBIC MOJCIM  YIpPaBJICHUS JOCTYIOM, | BBIIOJIHCHUA
KpUnTorpaduyeckue cpeacTa CPEICTB, METOH0B 51 IIPOTOKOJIOB | 1A00PATOPHBIX
pACHTU(DUKAIINY U ayTeHTU(DUKALINH; pabor, oneHka
—OCHOBHBIE ITOHATHSI KpUNITOrpaguy U TUHOBBIX | [IPOLIECCa 1
KpUNITOrpaUIecKuXx  METOJIOB U CpeACTB| PE3YJIbTATOB
BaIUTHl HHGOPMAITUH BBITIOJTHCHH A
BHJIOB paboT
Ha MPaKTUKE
Cummerpuunple | OK 01-OK 09 -npuMensaTs MareMaTuueckuii ammapar Juis —METOAbI TeCTHpOBaHUs (YHKLME oTaenbHbix | TectupoBaHue,
CHCTEMBI IIK 2.4 BBITTOJIHEHUS KpunTorpapuueckux MporpaMMHBIX U HPOrpaMMHO-aNNapaTHBIX | IKCIICPTHOES
G poBaHUs peoOpa3oBaHHuil; CPEICTB 3alIUThl HHPOPMAITUH; HaOJIIOZICHUE
—HCII0JIb30BaTh TUIIOBLIE IPOIrPaAaMMHEIE —THUIIOBBIE MOJEIM YIPaBJICHUSA TOCTYIIOM, | BBIIOJHCHUA
KpHUIITOrpaguyeckrue cpecTBa JINKBUAALUH CPEICTB, METOJ0B u IIPOTOKOJIOB | JIA00PAaTOPHBIX
[MOCJIEACTBUI KOMITBIOTEPHBIX aTaK MACHTH()UKAIINY U ayTeHTHU(DHUKAIIHH; paboT, oLeHKa
—OCHOBHBIC MMOHATHS KPUNTOTpaduu U THIOBEIX | [IpoLecca u
KpUNITOrpaueckux  METOOB U CpeAcTB| PE3YJILTATOB
BaIUTHl HHGOPMAITUH BBIITOJIHCHHUA
BUJIOB paboT
Ha IIPaKTHUKE
Acummerpuunsie | OK 01-OK 09 FripumensaTs MareMaTHuecKuii ammapar [jis —OCOOEHHOCTH W CHocoObl  mpuMeHeHus | TecTupoBanue,
CHUCTEMBI K 2.4 BBITTOJIHEHU S KpUnTorpapuueckux MporpaMMHBIX U IPOTpaMMHO-aNMapaTHBIX | IKCICPTHOE
g poBaHuUs npeoOpasoBaHumii; CpeACTB 3aluThl HH(GOPMALUK, B TOM 4YUCie, B| HAOIIOICHNE
—HCIIOJIB30BATh TUIIOBBIE IIPOIPaMMHBIE OTICPAIIMOHHBIX ~ CHUCTEMaX, KOMIIbIOTEPHBIX | BBIIIOJIHCHHS
KpunTorpaduueckue cpeacTra ceTsx, 0a3ax aHHBIX; 1a00paTOPHBIX
—OCHOBHBIE TIOHATHS KPUIITOTPaQUU U TUMOBBIX | PA0OT, OLCHKa
KpUNTOTrpaQUUYeCKuX  METOJOB H  CpelcTB| HMpoIrecca U
BaluThl HH(OPMALIUN pE3yNbTaTOB
BBITIOJTHCHHS
BHJIOB paboT
Ha PaKTHUKE
Ayrentudukamusa | OK 01-OK 09 -npumensTs MaremaTHuecKuil ammapaT Juls —METOABl TECTHpPOBaHHMs (DYHKIMH OTAeNbHBIX | TecTupoBaHue,
TAHHBIX. K 2.4 BBITIOJTHCHHS KpUNTOTPaQUIECKUX MPOTPAMMHBIX M TPOTPaMMHO-AIAPATHBIX | 9K3aMCH
OIIeKTpOHHAas npeoOpa3oBaHHuil; CPEACTB 3alMThI HH(OPMALIUH; KBanfuanauno
HOIHCH —HCII0JIb30BATh TUIIOBBIE IIPOIPAMMHBIE —THUIIOBBIE MOJIENI  YIIPABJIEHHUS JOCTyHoM, | HHBIN,
KpunTorpadguueckue CpecTBa JIUKBUIAINH CPEJCTB, METO/IOB u npOoTOKOJIOB | IKCIIEPTHOE




MOCIEACTBUIM KOMITBIOTEPHBIX aTak
—HUCIIOJIb30BaTh ~ THUIIOBBIE  IPOTrpaMMHBIC
KpunTorpaguueckue cpeictsa, B TOM YHUCIIE
PIEKTPOHHYIO MOAMHKCH;

MIeHTU(DHUKAIINY U ayTeHTH(UKAIIIH;
—OCHOBHBIC MOHATHS KPUNTOTpaduu U TUIOBBIX
KpUNTOrpaUMuecKux  METOJAOB W CPEICTB
BaIUThl HH()OPMALIAN

HaOJIFO[eHNE
BBITTOJTHEHHS
71a00paTOPHBIX
paboT, oreHKa
nporecca u
pe3yJIbTaTOB
BBIITOJIHCHU S
BUJIOB paboT
Ha MPAKTHKE

9. AJNTOPUTMBI OK 01-OK 09 npuMensars MareMaTHMYeCKHil ammapar Jyisd —METOIbl TECTHPOBAHUS (DYHKIMH OTAEIbHBIX | TecTupoBaHue,
oOMeHa KITIouel 1 IIK 2.4 BBIIIOJIHEHUS KpUNTOrpaQUUECKUX [IPOrpaMMHBIX M MPOrPaMMHO-AIAPaTHBIX | IK3aMCH
MPOTOKOJIBI npeobpasoBaHuil; CPEICTB 3alIUThl HH(POPMAIUH; KBanfubHKauno
ayTeHTH(HKALAH —HCII0JIb30BaTh TUIIOBBIE NPOrpaMMHBIE —THUIOBBIE MOJEINA YIPABJICHUS JOCTYIIOM, | HHBIM,

Kpurnrorpaguieckue CpeiAcTBa, B TOM YHCIE CPEICTB, METOJIOB u MPOTOKOJI0B | IKCIICPTHOC
PIEKTPOHHYIO MOJIIUCH; pACHTU(DUKAIINY U ayTeHTU(DUKAIINH; Ha0IoIeHNEe
—IOPUMEHATh  CPEACTBAa TAapPaHTHPOBAHHOIO ~OCHOBHBIC MOHSTHS KPHOTOrpaQuu U THHOBbIX | BPUTOTHCHMIA
YHHYTOXEHHST HH)OpMAIIHH KPHIITOrpaMYecKHX ~ METO0B M cpeicts | 1A00PaTOPHBIX
BaIlUThl HH(OPMAIUU paboT, ouexKa
nporecca u
pe3ysbTaToB
BBITTOJIHEHUS
BUJIOB paboT
Ha MMPAKTHKE

10. | Kpunro3samura OK 01-OK 09 |-nmpumMeHsiTh MaTeMAaTHYECKHH armmapar s —METOJbl TEeCTHPOBaHHUs (GYHKIHHA OTHeNbHBIX | TeCTUpOBaHHME,
uH(pOpMaIuK B K 2.4 BBITTOJTHEHHSI KpUNTOTpaQUUECKUX [IPOrPAaMMHBIX M MPOTPAMMHO-AIAPaTHBIX | IK3aMCH
CEeTSX TIepeIaun npeoOpa3oBaHuii; CPEICTB 3alUThl HHPOPMAIUY; KBaH\I’/I(i)I/IKaIII/IO
JTAHHBIX —HCIOJIb30BaTh TUITOBBIC IPOrpaMMHBIE —OCHOBHBIE TOHATHS KPUNITOrpaQUy U TUIIOBBIX | HHBIX

KpUNTOTpauyecKre CpencTBa, B TOM YHCIE KPUNTOTpaQUUYECKHX METOJOB M CPEICTB

PIIEKTPOHHYIO MOJIIHUCH; BalUThl HH(pOpMAIUU

—TIPUMEHSTH CPEACTBA TAPAHTUPOBAHHOTO —THITOBBIE CPE/ICTBA M METOJIbI BEJICHHS ayIUTa,

YHUYTOXXEHUSI HHPOPMaLIUU CPEACTB U CIIOCOOOB 3alUThl MH(pOpPMAIMU B
ITOKAJbHBIX BBIUMCIUTENBHBIX CETSAX, CPEICTB
BalIUTHI OT HECAHKIIMOHMPOBAHHOTO JIOCTYIIA

11. 3ammura OK 01-OK 09 |-ycranapnuBarh ¥ HacTpauBaTh CPEICTBA —METOIbI TECTUPOBAHUS (YHKIMH OTIAENLHBIX | TecTUpOBaHue,
uH(pOpMaIUK B IIK2.4  @HTUBHPYCHOM 3allUTBl B COOTBETCTBUHM C [IPOTPAMMHBIX W  IPOrPaMMHO-aNIapaTHBIX | 9K3aMCH
3JIEKTPOHHbIX MPEIbSIBIIEMBIMU TPEOOBAHHUSIMU; CPEACTB 3alIUTHI HH(OPMAIIHH; KBAJIHUKALHOH
T —— —TIPUMEHATh MaTeMaTHYeCKUH ammapar Ajis —OCHOBHBIE MOHATHUS KpUNTOrpaduu U TUIOBBIX | HBIM,

BBIIIOJIHEHM S Kpunrorpaguueckux Kpunrorpa@uueckux MeTOAOB U cpencTs |PKCHIEPTHOC




cucreMax npeoOpa3oBaHuii; BaIuThl HH(OpMALIUN HaOII0ZICHUE
—HCIIONB30BaTh  THUIOBBIE  [POTPAMMHBIE —TUIIOBBIE CPEACTBA M METO/IbI BEJCHHUS ayI1Ta, | BBIIOIHEHUS
KPUITOrpaQMYecKHe CPEACTBA, B TOM YKCIIE CPEACTB M CIHOCOOOB 3aIlIUThI MHPOPMAIMU B|Ja0OPATOPHBIX
DIIEKTPOHHYIO TIOITHCH; IOKAJIbHBIX BBIYMCIHUTENBHBIX CETAX, CPENCTB |PadorT,
—IpPUMEHATh  CPEACTBA  IAPaHTMPOBAHHOIO BALIUTHI OT HECAHKIMOHUPOBAHHOTO JIOCTYNA  |OIEHKa
YHHUYTOKEHHS HHPOPMALIUH nporecca u
Pe3yIbTaToOB
BBIIIOJIHEHUS
BHJIOB paboT Ha
IPaKTHKE
2. | Komnbrorepuas | OK 01-OK 09 -ycranaBnuBate ¥ HacTpamBaTh CPEACTBA —METO/AbI TECTHpPOBaHMs (GyHKIMI oTaenbHbIX | TecTupoBanue,
creranorpabus [IK 2.4  @HTMBHUPYCHOM 3allUTHI B COOTBETCTBMM C [IPOIPAMMHBIX ¥  IIPOrpaMMHO-arapaTHbIX | 9K3aMeH
[peIbsIBIISIEMBIMU TPEOOBAHUSIMHU; CPEICTB 3alUTHl HHPOPMAIIUH; KBIM(UKALNOH
—TIPUMEHATh MaTEeMATHUECKHH ammapaT isl —OCHOBHBIE TIOHATHS KPUNTOTPA(UU U THIIOBBIX | HBIM,
BBITIOJIHEHUS KpUITorpaguueckux Kpunrorpaduueckux METOJOB W cpeacts |KCIEPTHOC
MpeoOpa3OBaHHMii; BaIlUThl HH(OPMAIUU HaOJIoIeH1e
—HCIIONIB30BaTh  THUIIOBBIC  MPOTPAMMHBIE —THIIOBBIE CPEICTBA M METOJIBI BECHUS ayuTa, |BPUTOTHCHI
KpunTorpapuyeckue CpeaCcTBa, B TOM YHCIIE (CPEACTB M CIIOCOOOB 3amMThl HMH(pOpMAIUU B J1a00PaTOPHBIX
DIIEKTPOHHYIO IOIIUCE, JTOKAIBHBIX BBIYMCIMTEBHBIX CETAX, CPEJICTB pa0or, oreHKa
—IIPUMEHSTH CPEJICTBA FAPAHTHPOBAHHOTO BAIMTH OT HECAHKIIMOHUPOBAHHOTO jocTyma  [[IPoHecea n
YHHYTOKEHUST HHPOPMAITHH pe3yIbTaTOB
BBITIOJIHEHUSI

BUJIOB paboT Ha
IPaKTHKE




Kputepun ouneHuBaHusi pe3yJbTaTOB OO0y4eHHS] MO TPO(PecCHOHAIBLHOMY
MO/YJI10, IIIKAJIA OLeHUBAHUS.

Kpurepnn onieHUBaHUS:

— YCBOGHHE MPOTPAMMHOIO TEOPETUYECKOro MaTepuaina (00beM 3HaHuM, TiTyOuHa
YCBOCHHUS);

— yMEHHUE H3JIaraTh MpOrpaMMHBIN MaTepuall (4eTKOCTh, TPAMOTHOCTh H3JI0KEHUS
MaTepuaa, TOYHOCTb U TI0JIHOTa BOCIIPOU3BEICHHS YYEOHOT0 MaTepuara);

— yMEHHE NMPUMEHSITh TEOPETUUECKUE 3HAHUS HA MTPAKTHKE.

[ITkayia oLleHUBaHUS:

Pesynbratel cpaun nuddepeHIMpPOBaHHOTO 3ayeTa, dSK3aMeHa, JK3aMeHa
(kBATM(UKAIIMOHHOTO)  ONEHHWBAIOTCS 1O  IIKaJIe  «OTIUYHO»,  «XOPOIIOY,
«YIOBJIETBOPUTEIHHOY, HEYAOBIECTBOPUTEIHHOY.

OneHka «OTJIMYHO» BBICTABIACTCA OOYyYarolmeMycsi, KOTOpbId TIyOOKO U
MPOYHO YCBOWJI TMPOTPaMMHBIM Marepuan, NpOSBISIET 3HAHUE OCHOBHOM U
JOTIOJTHUTENIBHON JIUTEpaTyphl, TPAMOTHO, JIOTUYECKH CTPONHO M apTyMEHTHPOBAHO
u3JjaraeT mMaTepual, JaeT MCUEpHbIBAIOIIME OTBETHl Ha IOCTaBJICHHbIE BONpPOCHL. B
OTBETE€ TECHO YBS3BIBAETCS TEOPHUS C MPAKTUKOM, MpPU ITOM OOydHaromIUics He
3aTPyAHSIETCSl ¢ OTBETOM IPH BUJIOM3MEHEHHH 3aJaHusl, CBOOOJHO CIIPABISETCS C
MPAKTHUECKUMHU 33ITaHUSIMU.

OneHka «XOpOIIO» BBICTABIACTCS OO0yYarolleMycsl, TBEPAO 3HAIOIIEMY
IpPOrpaMMHBIM MaTepuai, KOTOPBIM HM3JaraeT €ro rpaMOTHO U MO CYIIECTBY, HE
JIOTTYCKAeT CYIIECTBEHHBIX HETOYHOCTEH B OTBETE HA BOMPOC, MPABUIHHO MPUMEHSIET
TEOPETUYECKHE TOJOXKEHHUS TPU PEIICHUH MPaKTHYECKHX BOMPOCOB U 3a1ad, HE
UCTIBITHIBACT 3aTPYTHEHUH C OTBETAMH Ha BOIPOCHI.

O1eHKa «yJIOBJIETBOPUTEIBHO» BBICTABIISIETCA 00y4arOUIeMycCsl, KOTOPbII UMeeT
3HaHUS TOJBKO OCHOBHOTO MaTepuaja, HO HE YCBOWJ €ro JeTajied, JOMyCKaer
HETOYHOCTH, HEJIOCTATOYHO MPABWIbHBIC (POPMYIMPOBKH, UCTIBITHIBACT 3aTPYIHEHUS
IIPY BBIMOJTHEHUH MPAKTUYECKUX PadoT.

OneHka «HEyIOBJIETBOPUTENIBLHO» BBICTABISETCS OOyYarolemMycsi, KOTOpbIi He
3HaeT 3HAYUTENIbHOM 4YacTu MPOrpaMMHOr0 MaTepuana, JOMYCKaeT CYLIECTBEHHbIE
OIIMOKH, HEYBEPEHHO, C OOJBIIMMH 3aTPYAHCHHUSMH BBITIOJHAET MPAKTUYCCKUE
paboTHI.




JlonmosiHeHUs ¥ U3MEHEHHs K padoyeil mporpaMmMe Ha y4eOHbIH roj

JlonoyiHeHUsT ¥ U3MEHEHUsI K pabouei mporpamme Ha 2024-2025 ydeOHbIN 10T
no  mnpodeccuoHanbHoMy  Mmoaymro  [IM.02  3ammra  uHpopmanuu B
aBTOMATU3WPOBAHHBIX CHCTEMAxX IPOTPAMMHBIMU H MPOrPaMMHO-ANMNAapATHBIMU
CPENCTBAMH.

B pa6ouyto nmporpaMmy BHECEHBI CIEAYIOIINE U3MEHEHUS:

B cootBerctBUM ¢ mpukazom MuHnpocsemeHuss Poccuiickon Denepanuu
Ne464 ot 03.07.2024r. «O BHeceHuH U3MEHEHUHN B (penepanbHble rOCYJapCTBEHHBIC
oOpa3oBaTeNpHbIE CTAHAAPTHI CPEOHEro MPO(EeCcCHOHATBFHOTO  O00Pa30BAHMSD)
(yrBepxaeH MunucrepctBoMm toctuunu Poccuiickoit @enepaunun 09.08.2024 Ne
79088) w3MeHEHO HaMMEHOBaHHWE OONIMX KOMIIETCHIUH MPO(ECCHOHAILHOTO
MOIYJIS:

OK 01. BsiGupatrbs cnocoObl pemieHHs 3aaad MpPOPECCHOHANBHON NeATeIbHOCTH
PUMEHUTENBHO K Pa3IMYHBIM KOHTEKCTaM

OK 02. Mcnonp30BaTh COBPEMEHHBIE CPENCTBA MOMCKA, aHAIN3a U UHTEPIPETALUN
uHpopMaluu W MHGOPMALMOHHBIE TEXHOJOTMM I  BBIIOJHEHMs  3ajad
1po(hecCUOHATBHOM e TENbHOCTH

OK 03. IInanupoBaThb ¥ pealn30BBIBATH COOCTBEHHOE MPOPECCHOHANIBHOE U
JUYHOCTHOE Pa3BUTHE, NPEANPUHUMATENCKYIO JEATEIBHOCTh B MPO(HECCHOHATBHOM
chepe, HCIOJIB30BATh 3HAHUS IO MPAaBOBOM M (UHAHCOBOM TI'PaMOTHOCTH B
Pa3ITUYHBIX )KM3HEHHBIX CUTYaIUSIX

OK 04. D¢ dexTnBHO B3aUMOJIEUCTBOBATh U pa0OTaTh B KOJUIEKTUBE U KOMaH/IE

OK 05. OcymecTBiATh YCTHYIO M NUCBMEHHYK) KOMMYHHUKAlWIO Ha
rocygapcTtBeHHOM sa3bike Poccuiickoil ®enepanmuum ¢ y4eToM OCOOEHHOCTEM
COLIMAJIBHOTO U KYJIbTYPHOTO KOHTEKCTa

OK 06. IlposBnsaTe rpaXXIaHCKO-NIATPUOTUYECKYIO ITO3UIUIO, JIEMOHCTPHUPOBATH
OCO3HAHHOE TMOBEJEHUE Ha OCHOBE TPAJAMIMOHHBIX POCCHUMCKUX JTYXOBHO-
HPaBCTBEHHBIX  ILIEHHOCTEH, B TOM YHCI€ C Y4YE€TOM TapMOHHU3ALNU
MEXHAMOHAIBHBIX W MEXPEJIUTHO3HbIX OTHOIICHHW, NPUMEHSATh CTAHIAPThI
AHTUKOPPYILIMOHHOTO ITOBEICHUS

OK 07. CopeiicTBOBaTh COXPAHEHHUIO OKPYXAIOIIEH CpPEIbl, PECYypCOCOEpeKEHUIO,
IPUMEHATH 3HaHUS 00 U3MEHEHUHU KIIMMaTa, MPUHIIMIIBI OepexIIMBOrO MPOU3BO/ICTBA,
3¢ ($EeKTUBHO AEWCTBOBATh B UPE3BBIYANHBIX CUTYALIUAX

OK 08. Hcnonws3zoBath cpeactBa (U3HUECKOW KyJIbTYypbl I COXpPAaHEHUS U
YVKpEIUIeHUs]  30pOBbsi B  Tmpolecce MNpodecCHOHATBbHOM  AESTENbHOCTH H
nojJiep>KaHusi HEOOXOIMMOT0 YPOBHS (PU3NYECKON OJITOTOBIEHHOCTH

OK 09. Ilonb3oBaThcsi MPOPECCHOHANBHON TOKYMEHTAlMEH Ha rOCy/IapCTBEHHOM U
MHOCTPAHHOM $I3bIKaxX

JlononHeHus U1 U3MEHEHUsI B pabouell mporpaMMme oOCYKJI€Hbl Ha 3aceJaHuu
[MHK nHbOpMALIMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2024r. (mpotokomn Ne 1)

[Mpencenarens ITIK / b\./zz /J1.1.JTorunosal
/



JlonosiHeHMs ¥ U3MEHEeHHsl K padodell mporpaMmme Ha y4eOHbIH roj

Homonnennss u  usMmenenus Kk [IM.02  3amura wundopmammu B
aBTOMATU3MPOBAHHBIX CHCTEMAX IPOTPAMMHBIMHU M NPOTrPaMMHO-ANNapaTHbIMHU
CpEeICTBaMH: B pazienl YCIOBUA pealu3anuu y4eOHOW JUCIUIUIMHBI  (ITyHKT
NudopmanmonHoe obecriedeHne y4uyeOHOW AMCIMUILUIMHBI) BHECEHbI HM3MEHEHUs B
CIIMCOK OCHOBHOW U JIONMOJHUTEIbHOMN JIUTEPATYPHI.

JlomonHeHUs: U U3MEHEHUsI B pabouell mporpaMMme OOCYKJI€HbI Ha 3aceaHuu
[THK nHpOpMAITMOHHBIX TEXHOJIOTHUH.

«30» aBrycra 2025r. (mpotokon Ne 1)

IIpencenarens ITIK f t/\./Zr /JI..JJoruuosa/
_/



